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EXECUTIVE SUMMARY
Attivo Networks, in conjunction with Researchscape, conducted an extensive global survey of 450 security 

professionals to understand and record top detection concerns in the field of cybersecurity. The survey was fielded 

from August to December 2018, with participants in North America, Europe, the Middle East, Africa, and Asia/

Pacific representing predominantly midsize and large firms across 19 different industry sectors. The results of 

this survey reveal the latest insights regarding top cybersecurity concerns, including detecting and responding to 

cyberadversaries quickly, highlighting the security controls most concerning to attackers, and revealing overall shifts 

in perception of dwell time across the globe. 

Collectively, the survey highlights that cyberwarfare has moved inside the network, as determined attackers have 

repeatedly demonstrated that they can successfully infiltrate perimeter and remain undetected for extended 

periods of time. In fact, over 50% of respondents reported that 100 days of dwell time or more was representative 

of their organization, while nearly half of respondents indicated that their mean time to detection was plateauing or 

increasing. This points to a growing need for efficient and accurate in-network detection. 

Malware and ransomware (61%) topped the charts of concern, despite available anti-virus, firewall, and other 

prevention technologies. Gaps in efficacy of prevention devices were also highlighted with credential theft (52%) and 

targeted attacks (50%), which are renowned for bypassing perimeter security controls, stated as top respondent 

concerns.

All of this reinforces that cyberwarfare cannot be won without efficient in-network detection controls in place. Many 

organizations have recognized this and are shifting their cybersecurity investments. 23% of respondents reported that 

they are now spending more on detection than prevention security controls. 

One of the most interesting and somewhat surprising findings was that surveyed defenders reported that attackers 

are most concerned about threat deception technology (55%) and NextGen Firewalls (NGF)/ intrusion detection 

system IDS (56%). This indicates that NGF/IDS is viewed as the most effective way to detect and stop known 

threats, whereas deception technology is believed to be the most effective security control for detecting unknown 

threats regardless of attack vector and for closing the detection gap. 
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The first polling questions were designed to capture the top concerns of organizations and to determine if there 

were any variations by industry. The next section explored detection controls and some specific questions related 

to deception technology. The final question prompted respondents to share what is at the top of their 2019 security 

control wish list.  These questions were asked collectively with an intent to gather top information security concerns 

related to finding and stopping attackers, identifying which technologies are impacting attackers, and shifts in time 

to detection and technologies being used to impact this change. 

After each question, Attivo Networks has added key takeaways related specifically to detection technology.

TYPES OF ATTACKS CYBER DEFENDERS ARE MOST CONCERNED ABOUT
A majority of organizations reported that malware and ransomware (61%) attacks are their top concern, despite 

available anti-virus, firewalls, and other prevention technologies. Gaps in efficacy of prevention devices were also 

highlighted with credential theft (52%) and targeted attacks (50%), which are renowned for bypassing these controls, 

stated as top respondent concerns. Surprisingly, although cryptomining is a relatively new attack method, 1/5 of 

organizations reported that it was a top concern. 

SAMPLE SIZE: 460 (99% of Respondents)
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When broken down by vertical, the Healthcare industry is most concerned about malware and ransomware (91% are 

concerned) likely due to this industry being highly targeted for this form of attack and challenges related to securing 

endpoints, their diverse environments, which can include protecting personal healthcare information (PHI), research, 

pharmaceutical, and medical devices. Energy, legal, and technology were also recorded at over (50%). Additionally, 

regulated industries and organizations concerned with confidential data (Finance, Government, Legal) were concerned 

about credential theft and targeted attacks. It is notable that all other industries continue to rank socially engineered 

attacks at a concern of 50% of greater. Although, a lower ranked concern, man-in-the-middle and session highjacking 

reflected a concern by 1/4th of government agencies and 1/6th of finance organizations. 

TO P  ATTAC K CONCERNS BY VERTICAL

CHEMICAL 
OIL AND GAS

FINANCE 
INSURANCE 
REAL ESTATE

GOVERNMENT 
/ DEFENSE HEALTHCARE LEGAL TECHNOLOGY OTHER 

Credential Theft 37% 58% 57% 58% 56% 48% 57%

Crypto Mining 20% 21% 13% 9% 25% 27% 20%

DDOS 24% 23% 26% 14% 16% 31% 32%

Malware/ 
Ransomware

50% 53% 59% 91% 69% 54% 54%

MitM/Session 
Hijacking

11% 16% 26% 9% 13% 13% 17%

Social 
Engineering

67% 51% 59% 58% 66% 55% 51%

Targeted attacks 52% 51% 48% 47% 72% 54% 33%

Other 2% 0% 0% 2% 0% 1% 5%

Key Takeaways: 
The overall takeaway from this section is that there are still a wide variety of attack methods being used by 

adversaries to penetrate perimeter defenses. There appear to be preferred methods depending on the industry, 

however defenders need to be prepared and possess the right security controls to detect threats regardless of attack 

vector. 
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DETECTION CONTROLS THREAT ACTORS ARE MOST CONCERNED ABOUT
A majority of participants believe that the detection controls that most concern threat actors are deception (55%) 

and IDS / next-generation firewalls (56%).  This would indicate that NGF/IDS is viewed as the most effective way 

to detect and stop known threats, whereas deception is the technology that attackers believe will detect unknown 

threats, their attacks regardless of attack vector, and when they use techniques that are not reliably picked up by an 

IDS. Four out of ten respondents indicated that attackers are concerned about traffic analysis (45%) and SIEM (41%). 

Respondents felt that threat actors are least concerned about IAM (19%) and UEBA (15%). 

SAMPLE SIZE: 454 (98% of Respondents)                                           NOTE: Respondents could select multiple options

Key Takeaways: 
Deception technology has rapidly established a reputation for being able to derail and deter cyberattacks, with the 

additional benefit of increasing the attacker’s costs as they must avoid deceptive assets while navigating through a 

network and determining real from fake.  Both IAM and UEBA ranked low on the list of attacker concern, likely because 

it can be difficult and time consuming to properly deploy and tune, leaving configuration weaknesses that attackers 

can exploit and limiting deployment efficacy.
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HOW OFTEN ARE CYBERATTACKERS EXPECTING DECEPTION TECHNOLOGY
As a base strategy, deception technology relies on the element of surprise. Survey findings indicated that 

organizations can still rely on the element of surprise 39% of the time, however 42% of respondents indicated 

that attackers were always or frequently expecting deception in the network.  To effectively combat anticipating 

attackers, the deceptive assets must rely less on the element of surprise and deliver highly authentic and believable 

deception assets that blend seamlessly into the production environment. 

SAMPLE SIZE: 459 (99% of Respondents)                                                   NOTE: Only a single option could be selected

Interestingly, the industries with the highest expectations that attackers expect deception technology are chemical, 

oil, and gas (61%) and healthcare (52%). Surprisingly, the sector with the lowest expectation is government/

defense (15%). It’s likely that the latter is based on the slow adoption rates of any new cybersecurity technology by 

government/defense due to lengthy and laborious acquisition processes. As deception continues to have a significant 

impact, this statistic will likely change dramatically in the future.

Key Takeaways: 
As the adoption of deception technology continues to grow, more and more attackers will expect deception to be 

deployed and will look more closely before interacting. To combat this, deception must also up its game. Emulated 

solutions will be less effective than solutions running the same operating systems, applications, and services 

as production assets.  Deception credentials will also need to mirror-match the users and validate within Active 

Directory. It will also not be enough to place limited deceptions. Organizations will need to have a comprehensive 

mesh of deceptions covering all attack surfaces including endpoints and the network inclusive of data centers, cloud, 

remote locations, and specialized devices.
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WHICH ATTACK SURFACES PRESENT THE GREATEST THREAT 
Cloud (62%) and User Networks/Endpoint (54%) are the top concerns and priorities for security teams, but concern 

across all attack surfaces remains high. For example, 35% of respondents indicated they are wary of attacks on 

network and telecommunications infrastructure and 34% are concerned about securing specialized environments 

such as IoT and ICS-SCADA.  This was only slightly below the 36% concern of protecting the data center, indicating 

that there is growing concern and a need for focus on non-traditional attack surfaces. It was also notable that 

41% were concerned about securing remote locations. Findings indicate that the attack surface is expanding and 

organizations need to increase their focus outside of their primary environments to protect their information and 

operations from attackers seeking new points of entry to compromise.  

SAMPLE SIZE: 459 (99% of Respondents)

Attack surface concerns vary pretty widely by industry. Perceptions of attack surfaces vary by industry: 72% 

of those in Finance, 63% in energy, and 63% in technology are concerned about the cloud, no doubt reflecting 

their faster adoption of cloud technology for economic and service offering advantages. Alternatively, Healthcare 

is most concerned about user networks (71%), which points to heavier attacks on endpoints and adversaries 

looking to compromise these networks with malware/ransomware.  Notable outliers were that energy (37%) 

was least concerned about securing the endpoint and finance was least concerned about securing network and 

telecommunications environments. 
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CHEMICAL 
OIL AND GAS

FINANCE 
INSURANCE 
REAL ESTATE

GOVERNMENT 
/ DEFENSE HEALTHCARE LEGAL TECHNOLOGY OTHER 

Cloud 63% 72% 59% 42% 47% 63% 72%

Remote Office / 
Branch Office

50% 37% 26% 42% 53% 40% 33%

Data Center 43% 37% 26% 27% 34% 42% 38%

Specialized 33% 37% 41% 41% 13% 39% 22%

Network or 
Telecom

39% 14% 26% 47% 50% 32% 34%

User Network/
Endpoint

37% 58% 65% 71% 53% 48% 49%

Other 4% 0% 0% 5% 0% 0% 0%

Key Takeaways: 
As attack surfaces continue to evolve, and attackers become more advanced, organizations will increasingly need to 

adopt detection tools that offer comprehensive coverage of their environment. Ideally these tools provide coverage, 

scalability, and central management for streamlined operations. It is expected that both cloud and IoT deployments 

will continue to increase and that the % of concern and target as an attack surface will continue to grow. It is notable, 

that traditional security controls were not built for the new serverless and container environments being deployed in 

the cloud, plus with IoT devices remaining unregulated, their built-in security will vary widely, as will the associated 

security risk.
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ARE DWELL TIMES HEALTHY AND ARE THEY IMPROVING?
Over 50 percent of respondents reported that 100 days of dwell time or more was representative of their organization, 

while nearly half of respondents indicated that their mean time to detection was plateauing or increasing. This 

indicates concerns with in-network detection and response capabilities. Alternatively, the 30 percent of organizations 

state that they are seeing mean time to detection decreasing. These participants are likely associated with those 

surveyed that have increased their investment focus more to detection over prevention. These views were consistent 

globally.

SAMPLE SIZE: 373 (80% of Respondents)

Key Takeaways: 
The majority of those surveyed (61%) believed that 100 days of dwell time or more was about right for the time 

an attacker remains undetected. This indicates that the battle against attackers must move inside the network 

and focus more on early detection and response. Reducing dwell time will remove the time an adversary needs 

to successfully complete their attack. Additionally, those that invest in tools to understand how the attacker is 

attacking and their targets, will be better prepared to not only stop the attack but also eradicate it, and reduce the 

risk of an adversary successfully returning. 
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MEAN-TIME-TO-DETECTION
Due to the increasing sophistication of attackers, it is taking longer to detect attacks, with a third of participants 

reporting an increase in mean time to detection, compared to three out of ten (30%) reporting a decrease, and 15% 

reporting no change.  Surprisingly, over one-fifth of organizations aren’t tracking this vital statistic.

SAMPLE SIZE: 420 (90% of Respondents)

Key Takeaways: 
With 1/3rd of respondents reporting increasing dwell times, it would appear that the attackers are winning the battle 

and the asymmetry of the attack needs to change. This could be indicative of the use of more sophisticated attack 

tools, open market sale of attack kits, or even collaboration between cyber criminals and nation states. This sends a 

strong message that both private and public sector organizations need to improve not only in their detection security 

controls but also in information sharing so that industries can benefit from collective knowledge of how to stop them. 

For the 23% that stated they are not tracking dwell time, they are likely amongst the remaining few that still believe 

in a 100% perimeter defense, though most would find that strategy naïve.
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PERCENTAGE PREVENTION VS. DETECTION TECH
This year, 23 percent of respondents reported that they spend more on detection than prevention security controls. 

This is a notable shift from the company’s 2016 survey which reflected a 50/50 split. This shows that organizations 

are recognizing that attackers are becoming more sophisticated and have accepted that determined adversaries will 

successfully bypass security controls. As a result, there has been a shift towards detection technologies to detect an 

attacker’s presence quickly and shut the attack down.

SAMPLE SIZE: 405 (88% of Respondents)         NOTE: Only a single option could be selected

Key Takeaways: 
It is encouraging to see this steady shift to investment in detection technology. This should have an impact on dwell 

time and mitigate the risk of a breach. The next steps that defenders are taking are to not only detect and stop an 

attack, but also to gather root cause analysis and adversary attack analysis. Going beyond simply deflecting an attack 

will empower defenders to better fortify defenses and create a more proactive defense. It will also provide insight into 

which of their security controls are working and potentially which attack surfaces are presenting the greatest risk.
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WISH LIST WORD CLOUD
The larger the word or phrase, the more respondents who used it in their response. 

CYBERSECURITY WISH LIST
Participants’ wish lists included better detection and solutions for securing environments (equally at 8% of 

respondents) and more specifically deception technologies (15%), as well as better techniques and training (13%) 

Overall, this highlights that some cyberdefenders are still trying to combat the adversary at the perimeter while others 

are recognizing that cyberwarfare is moving inside the network. Other themes for combating modern cyberattackers 

included the need for increased threat intelligence and tools to better understand their attacker.  

WORD FREQUENCY EXAMPLE QUOTE

Deception 15 "Deception; scalable event aggregation and normalization."

Secure 8 "More frameworks that are 'secure by default' to make it easier for Engineers to write secure 
code."

Detect 8 "A tech that can detect- prevent- and recon the threat actor's network."

Network 5 "Secured network where access is covered whether in the cloud or behind the firewall."

Better 5 "Equipment that would better enable end user security practitioner."

Threat 4 "Quickly identity gaps: assess infrastructure for hidden/unknown threats."

EDR 4 "Threat intel; next gen AV and EDR; deception."

SIEM 4 "EVM to automatically detect and SIEM to the event contain."

Next gen 4 "SIEM IDS Antivirus End Points Next Gen Firewall."



www.attivonetworks.comSurvey Results 14

Key Takeaways: 
It is encouraging to see the increased interest in a more balanced security control program that includes both 

prevention and detection technologies.  Detection and response has lagged in investment, but given what is on 

participants’ wish lists, it appears that the focus and desire is there to drive this change. It is expected that 

organizations will start to increase their investment in detection tools, particularly those that provide the threat, 

adversary, and counterintelligence to better understand and outmaneuver their attackers.

Conclusion:

Collectively, the survey results point to a growing demand for in-network detection that works reliably across existing 

and emerging attack surfaces and is effective against all attack vectors. Although, given the brevity of this survey, 

attack response was not covered in depth, it can be extracted that organizations will also need better visibility into 

how an attacker gets into the network, how they are attacking, and what they are after. Detection technologies that 

also remove the complexity of collecting and correlating attack information and getting to root cause analysis will 

equip these organizations to not only better detect, but also remediate threats quickly. Deception technology and 

NGF/IDS appear as favored technologies for addressing detection challenges and collectively will have an impact on 

an attacker’s ability to conduct a successful breach. Given the survey findings, it was also not overly surprising to see 

deception technology at the top of the security wish list.

PARTICIPANT CHARACTERISTICS
REGION
The survey was conducted worldwide, at conferences in North America (61% of responses), in Europe, the Middle 

East, and Africa (22%), and in Asia-Pacific (17%).

SAMPLE SIZE: 465 (All Respondents)



www.attivonetworks.comSurvey Results 15

PARTICIPANT TITLE
The survey included individual contributors (56%, comprised of security engineers, analysts, and consultants), VPs/

Directors/Managers (25%), and C-level leaders (12%).

SAMPLE SIZE: 450 (99% Respondents)

PARTICIPANT INDUSTRY - TOP 10
Respondents represented almost 20 industries, with the most-represented sectors including Healthcare (16%), 

Technology (14%), and Chemical / Oil and Gas (11%).

SAMPLE SIZE: 430 (92% of Respondents)
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PARTICIPANT ORGANIZATION SIZE
A wide range of business sizes were represented, skewing towards larger firms: 44% of participants were from 

enterprises (1,000+), 24% from midsize firms (100-999 employees), and 12% were from small businesses.

SAMPLE SIZE: 387 (83% of Respondents)




