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EXECUTIVE SUMMARY
In today’s connected world, organizations of all sizes are increasingly facing sophisticated cyber threats daily. Well-

resourced adversaries leverage new techniques and tools to attack established defenses and security controls. Ensuring 

a secured IT environment can be a significant challenge, with a single data breach resulting in catastrophic impact. 

Organizations must continuously assess their IT infrastructure, following security best practices to minimize opportunities 

for adversaries who can move laterally with devastating consequences.  

 
The CIS Controls are a prioritized set of actions that mitigate the most common cyber-attacks. These security controls 

also provide specific and actionable recommendations to enhance cyber defenses.  

 
Attivo Networks solutions provide coverage for 16 of the 20 CIS security controls, mapping MITRE ATT&CK (Adversarial 

Tactics, Techniques, and Common Knowledge) techniques against each security control for organizations to meet CIS 

security standards, enabling them to defend against cyber threats. 

INTRODUCTION
The Center for Internet Security (CIS) is a community-

driven nonprofit organization responsible for publishing 

globally recognized best practices for securing IT 

systems and data. The CIS leads a global community of 

IT professionals who continuously develop cybersecurity 

standards and provide products and services to 

proactively safeguard against emerging threats. The 

CIS offers critical security controls for effective cyber 

defense initially created by the SANS Institute.

The CIS Controls are a prioritized set of actions that collectively form a group of defense-in-depth best practices  

that mitigate the most common attacks against systems and networks. 

The Attivo Networks, the leader in preventing identity privilege escalation and detecting lateral movement attacks, adds 

additional layers to an organization’s existing defense-in-depth strategy. The ThreatDefend platform includes several 

security components to build a strong defense against today’s cyber threats. The platform aligns with CIS Controls 

practices and helps organizations track, control, prevent, and correct secure access to their critical assets (e.g., 

information, resources, systems). 

https://www.cisecurity.org/controls/
https://en.wikipedia.org/wiki/SANS_Institute
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WHAT ARE THE CIS 20 CONTROLS?
The CIS Controls are a relatively small number of prioritized, well-vetted, and supported security actions that organizations 

can take to assess and improve their current security state. The CIS Controls address the following:

•  Blocking initial systems compromise 
•  Detecting already-compromised systems
•  Preventing or disrupting attacker follow-on actions  

There are 20 internationally recognized CIS Controls that bring together expert insight about threats, business technology, 

and defensive options into an effective, coherent, and more straightforward way to manage an organization’s security 

improvement program. These 20 CIS Controls break down into three distinct groups: basic, foundational, and organizational.

•  Basic (CIS Controls 1-6): Key controls that every organization should implement for essential cyber  
 defense readiness.

•  Foundational (CIS Controls 7-16): The next step up from basic – these technical best practices provide  
 clear security benefits and are a smart move for any organization to implement.

•  Organizational (CIS Controls 17-20): These controls are different from CIS  Controls 1-16; while they  
 have many technical elements, CIS Controls 17-20 are more focused on people and processes involved  
 in cybersecurity.” 
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THE ATTIVO NETWORKS THREATDEFEND PLATFORM
The Attivo Networks ThreatDefend® platform is a customer-proven solution for preventing identity privilege escalation and 

attacker lateral movement detection. The solutions within the platform provide visibility that delivers insight into credential 
and attack path exposures and Active Directory Domain, user, and device-level exposures. The ThreatDefend platform’s 
concealment technology derails attackers as they can no longer find or access the data, files, AD objects, and credentials  
they seek. 

Additionally, the solution’s decoys obfuscate the attack surface, collect forensic data, automatically analyze attack data, and 
automate incident response through its 30+ native integrations. The platform provides the most comprehensive in-network 
detection solution, providing a fabric that scales to on-premises, cloud, remote worksites, and specialty environments such  
as IoT, SCADA, POS, SWIFT, and network infrastructure.  The platform includes BOTsink® deception servers, Endpoint Detection 
Net Suite, and ADSecure and ADAssessor for Active Directory protection. 

The BOTsink® server provides a comprehensive deception-based defense for on-premises, cloud, remote, and OT environments. 
Decoy systems and documents that appear identical to production assets provide early and accurate in-network threat 
detection. Its high-interaction engagement environment safely collects adversary intelligence and automates analysis and 
incident response. Machine-learning makes customizations, deployment, and operations scalable and straightforward. Over  
30 native integrations automate isolation, blocking, and threat hunting.

The Endpoint Detection Net (EDN) Suite anticipates attacker methods 
to move laterally from infected endpoints and ambushes their moves 
with lures, bait, and misdirection to speed threat detection. EDN boosts 
existing endpoint security detection performance by showing exposed 
credential attack paths, credential misuse, and attempts to enumerate 
Active Directory (AD). Concealment technology hides and denies access 
to critical files, data, AD objects, and credentials. The solution prevents 
discovery, credential theft, privilege escalation, data collection, and 
lateral movement. 

The ADSecure solution customers gain AD security without interfering with production domain controllers. The solution 
identifies unauthorized AD queries, hiding sensitive objects, and returning fake results to misdirect attackers to decoys for 
engagement. The mere act of attacker observation triggers an alert on unauthorized activity, while the decoy results disrupt 
attacker data collection. The solution diverts attacks to decoys to gather Tactics, Techniques, and Procedures (TTPs), 
developing company-specific threat intelligence to accelerate incident response.

The ADAssessor solution customers gain unprecedented visibility to AD risk with continuous insight into exposures, 
overprovisioning, and misconfiguration for domains, users, and devices. It also detects mass changes to AD objects in 
real-time that indicate an attack is underway, providing an early warning for organizations to derail activities that typically 
go undetected. The solution deploys to a single standard workstation that belongs to the AD forest and comes with a 
management console for analysis and management.



www.attivonetworks.comWhitepaper 5ANWP051921 © 2021 Attivo Networks. All rights reserved.

ATTIVO NETWORKS COVERAGE FOR CIS CONTROLS
The Attivo Networks ThreatDefend platform covers a prioritized set of CIS controls to protect the organization from known 

or unknown cyber threats. The ThreatDefend platform provides coverage for a total of 16 out of 20 CIS Controls. The 

following table maps Attivo solutions to all supported controls that an organization can implement and lists MITRE ATT&CK 

Techniques that an attacker could use at each control.

CIS Control Group CIS Controls Attivo Network Solution Mapping MITRE Techniques

Basic Inventory and Control 
of Hardware Assets

The BOTsink server deploys decoys and responds to 
the network discovery. The BOTsink server gathers 
relevant network and endpoint information such as 
application or OS. Organizations can use this data 
to identify unauthorized and unmanaged devices 
and prevent them from gaining access.

T1040  
T1046 

Basic Inventory and Control 
of Software Assets

The EDN suite deploys deceptive credentials, bait, 
lures, and artifacts on the production endpoints. 
The ThreatDefend platform can monitor for their 
usage and alert on malicious activity. Additionally, 
the solution also supports deploying deceptive web 
session cookies that can lead attackers to decoys.

T1059.001 
T1136 
T1205.001 
T1078 
T1574.007 
T1574.011 
T1003 
T1539 
T1087 
T1083  
T1135 
T1069 
T1018 
T1016 
T1049 
T1033 
T1124 
T1550.003 
T1005 
T1039 
T1020

Basic Continuous 
Vulnerability 
Management

The EDN suite provides valuable insight into 
potential vulnerabilities and available attack paths 
that an attacker could exploit to move laterally on 
the organization’s production network. Additionally, 
the solution can remediate and minimize the impact 
of a compromise. Additionally, the ADAssessor 
solution provides visibility to critical exposures in 
the Active Directory.

T1080 
T1046

https://www.cisecurity.org/controls/inventory-and-control-of-hardware-assets
https://www.cisecurity.org/controls/inventory-and-control-of-hardware-assets
https://attivonetworks.com/product/attivo-botsink/
https://attack.mitre.org/techniques/T1040/
https://attack.mitre.org/techniques/T1046/
https://www.cisecurity.org/controls/inventory-and-control-of-software-assets
https://www.cisecurity.org/controls/inventory-and-control-of-software-assets
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1136
https://attack.mitre.org/techniques/T1205/001/
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1574/007/
https://attack.mitre.org/techniques/T1574/011/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1539/
https://attack.mitre.org/techniques/T1087/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1135/
https://attack.mitre.org/techniques/T1069/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/techniques/T1016/
https://attack.mitre.org/techniques/T1049/
https://attack.mitre.org/techniques/T1033/
https://attack.mitre.org/techniques/T1124/
https://attack.mitre.org/techniques/T1550/003/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1039
https://attack.mitre.org/techniques/T1020
https://www.cisecurity.org/controls/continuous-vulnerability-management/
https://www.cisecurity.org/controls/continuous-vulnerability-management/
https://www.cisecurity.org/controls/continuous-vulnerability-management/
https://attivonetworks.com/product/adassessor/
https://attack.mitre.org/techniques/T1080/
https://attack.mitre.org/techniques/T1046/


www.attivonetworks.comWhitepaper 6ANWP051921 © 2021 Attivo Networks. All rights reserved.

CIS Control Group CIS Controls Attivo Network Solution Mapping MITRE Techniques

Basic Controlled Use 
of Administrative 
Privileges

The ADSecure solution can detect and report user 
account enumerations against Active Directory. 
It detects any sensitive or critical valid accounts 
the attacker queries to understand the privileges 
and groups. The EDN suite also deploys deceptive 
domain accounts on endpoints that lead to decoys. 
Attackers stealing valid domain accounts from 
endpoints can also take these deceptive accounts 
that redirect them to the decoys for engagement.

T1078 
T1098 
T1110 
T1003 
T1187 
T1552.004 
T1550.002 
T1550.003 
T1021 
T1021.001 
T1021.002

Basic Secure Configuration 
for Hardware and 
Software on Mobile 
Devices, Laptops, 
Workstations, and 
Servers

The BOTsink server deploys full OS VM network 
decoys across VLANs that look identical to 
production systems. The decoys can detect 
attackers attempting to discover network services 
or exploit vulnerable operating systems and engage 
with them, recording all activity for forensic capture.

T1098 
T1110 
T1557.001 
T1087 
T1550.002

Basic Maintenance, 
Monitoring, and 
Analysis of Audit Logs

The ThreatDefend platform monitors attackers 
attempting to use any deceptive credentials on the 
endpoints. Additionally, the platform provides the 
most comprehensive evidence and analysis of an 
attacker’s behavior based on actual engagement.

T1078 
T1059.001 
T1098 
T1110 
T1003 
T1046 
T1187 
T1552.004 
T1087 
T1083 
T1046 
T1069 
T1018 
T1124 
T1072 
T1550.002 
T1550.003 
T1021.001 
T1544 
T1080 
T1021.006 
T1005 
T1039 
T1020 
T1021.002

Foundational Malware Defenses The EDN suite can deploy decoy network shares on 
endpoints mapping to decoy servers. The ADSecure 
solution can detect malicious Powershell activities 
that query Active Directory, network shares, etc. 
Additionally, the EDN Anti-Ransomware capability will 
detect and prevent access to network shares.

T1546.013 
T1485 
T1486 
T1496 
T1083 
T1570

https://www.cisecurity.org/controls/controlled-use-of-administrative-privileges
https://www.cisecurity.org/controls/controlled-use-of-administrative-privileges
https://www.cisecurity.org/controls/controlled-use-of-administrative-privileges
https://attivonetworks.com/product/adsecure/
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1098/
http://https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1187/
https://attack.mitre.org/techniques/T1552/004/
https://attack.mitre.org/techniques/T1550/002/
https://attack.mitre.org/techniques/T1550/003/
https://attack.mitre.org/techniques/T1021/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1021/002/
https://www.cisecurity.org/controls/secure-configuration-for-hardware-and-software-on-mobile-devices-laptops-workstations-and-servers
https://www.cisecurity.org/controls/secure-configuration-for-hardware-and-software-on-mobile-devices-laptops-workstations-and-servers
https://www.cisecurity.org/controls/secure-configuration-for-hardware-and-software-on-mobile-devices-laptops-workstations-and-servers
https://www.cisecurity.org/controls/secure-configuration-for-hardware-and-software-on-mobile-devices-laptops-workstations-and-servers
https://www.cisecurity.org/controls/secure-configuration-for-hardware-and-software-on-mobile-devices-laptops-workstations-and-servers
https://www.cisecurity.org/controls/secure-configuration-for-hardware-and-software-on-mobile-devices-laptops-workstations-and-servers
https://attivonetworks.com/product/attivo-botsink/
https://attack.mitre.org/techniques/T1098/
https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1557/001/
https://attack.mitre.org/techniques/T1087/
https://attack.mitre.org/techniques/T1550/002/
https://www.cisecurity.org/controls/maintenance-monitoring-and-analysis-of-audit-logs
https://www.cisecurity.org/controls/maintenance-monitoring-and-analysis-of-audit-logs
https://www.cisecurity.org/controls/maintenance-monitoring-and-analysis-of-audit-logs
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1059/001/
https://attack.mitre.org/techniques/T1098/
https://attack.mitre.org/techniques/T1110/
https://attack.mitre.org/techniques/T1003/
https://attack.mitre.org/techniques/T1046/
https://attack.mitre.org/techniques/T1187/
https://attack.mitre.org/techniques/T1552/004/
https://attack.mitre.org/techniques/T1087/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1046/
https://attack.mitre.org/techniques/T1069/
https://attack.mitre.org/techniques/T1018
https://attack.mitre.org/techniques/T1124/
https://attack.mitre.org/techniques/T1072/
https://attack.mitre.org/techniques/T1550/002/
https://attack.mitre.org/techniques/T1550/003/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1544/
https://attack.mitre.org/techniques/T1080/
https://attack.mitre.org/techniques/T1021/006
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1039/
https://attack.mitre.org/techniques/T1020/
https://attack.mitre.org/techniques/T1021/002/
https://www.cisecurity.org/controls/malware-defenses
https://attivonetworks.com/product/adsecure/
https://attack.mitre.org/techniques/T1546/013/
https://attack.mitre.org/techniques/T1485/
https://attack.mitre.org/techniques/T1486/
https://attack.mitre.org/techniques/T1496/
https://attack.mitre.org/techniques/T1083/
https://attack.mitre.org/techniques/T1570/
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CIS Control Group CIS Controls Attivo Network Solution Mapping MITRE Techniques

Foundational Limitation and Control 
of Network Ports, 
Protocols, and Services

The EDN Deflect function acts as network 
forwarders on production systems. Attackers 
typically send a series of connections to an 
endpoint to find open ports. The Deflect function 
can detect when attackers send TCP connections 
to closed ports and redirect them to decoys for 
engagement.

T1205 
T1199 
T1046 
T1018 
T1016 
T1021.001 
T1021.002 
T1021.003 
T1021.004 
T1021.005 
T1021.006

Foundational Secure Configuration 
for Network Devices, 
such as Firewalls, 
Routers, and Switches

The BOTsink server can deploy network decoys 
and alert when attackers perform network sniffing 
activity to discover them. Additionally, network 
decoys can identify attackers performing various 
MITM attacks such as LLMNR/NBT-NS Poisoning and 
SMB Relay.

T1040  
T1046 
T1135 
T1018 
T1557.001

Foundational Boundary Defense The BOTsink server hosts full operating systems 
VMs as decoys with web applications mimicking 
production applications. It will detect and track 
attackers attempting to exploit web services. 
Additionally, the ThreatDirect function extends 
network deception to cloud, remote, distributed, 
or micro-segmented environments. It offers 
BOTsink functionality with full-featured deception-
based detection, automated attack analysis, and 
accelerated incident response capabilities at 
remote sites.

T1210 
T1199 
T1136 
T1205.001 
T1078 
T1539

Foundational Data Protection The BOTsink server supports deploying decoy 
documents on server or cloud storage repositories 
which detects and alerts when attackers exfiltrate 
them. Additionally, the EDN suite can hide and deny 
access to server or cloud storage repositories.

T1213 
T1005 
T1039 
T1020

Foundational Controlled Access 
Based on the Need  
to Know

The EDN solution generates an alert if a domain 
user is part of the local admin group. Additionally, 
the ADSecure solution alerts on attempts to 
discover permissions for any domain or local group.

T1069.001 
T1069.002 
T1040  
T1046

Foundational Account Monitoring  
and Control

The ADSecure solution can detect and report user 
account enumerations against Active Directory, 
detecting any valid accounts the attacker queries 
to understand the privileges and groups. The 
ADAssessor performs a continuous assessment 
of Active Directory and alerts on weak password 
policies. The EDN solution also deploys deceptive 
domain accounts on endpoints that lead to decoys. 
Attackers stealing valid domain accounts from 
endpoints can also take these deceptive accounts 
that redirect them to the decoys for engagement.

T1078 
T1098 
T1136

https://www.cisecurity.org/controls/limitation-and-control-of-network-ports-protocols-and-services
https://www.cisecurity.org/controls/limitation-and-control-of-network-ports-protocols-and-services
https://www.cisecurity.org/controls/limitation-and-control-of-network-ports-protocols-and-services
https://attivonetworks.com/product/deflect/
https://attack.mitre.org/techniques/T1205/001/
https://attack.mitre.org/techniques/T1199
https://attack.mitre.org/techniques/T1046/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/techniques/T1016/
https://attack.mitre.org/techniques/T1021/001/
https://attack.mitre.org/techniques/T1021/002//
https://attack.mitre.org/techniques/T1021/003/
https://attack.mitre.org/techniques/T1021/004/
https://attack.mitre.org/techniques/T1021/005/
https://attack.mitre.org/techniques/T1021/006/
https://www.cisecurity.org/controls/secure-configuration-for-network-devices-such-as-firewalls-routers-and-switches
https://www.cisecurity.org/controls/secure-configuration-for-network-devices-such-as-firewalls-routers-and-switches
https://www.cisecurity.org/controls/secure-configuration-for-network-devices-such-as-firewalls-routers-and-switches
https://www.cisecurity.org/controls/secure-configuration-for-network-devices-such-as-firewalls-routers-and-switches
https://attivonetworks.com/product/attivo-botsink/
https://attack.mitre.org/techniques/T1040/
https://attack.mitre.org/techniques/T1046/
https://attack.mitre.org/techniques/T1135/
https://attack.mitre.org/techniques/T1018/
https://attack.mitre.org/techniques/T1557/001/
https://www.cisecurity.org/controls/boundary-defense
https://attivonetworks.com/product/attivo-botsink/
https://attivonetworks.com/product/threatdirect-virtual-deception-scalable-solution/
https://attack.mitre.org/techniques/T1210/
https://attack.mitre.org/techniques/T1199/
https://attack.mitre.org/techniques/T1136/
https://attack.mitre.org/techniques/T1025/001/
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1539/
https://www.cisecurity.org/controls/data-protection
https://attivonetworks.com/product/attivo-botsink/
https://attack.mitre.org/techniques/T1213/
https://attack.mitre.org/techniques/T1005/
https://attack.mitre.org/techniques/T1039/
https://attack.mitre.org/techniques/T1020/
https://www.cisecurity.org/controls/controlled-access-based-on-the-need-to-know
https://www.cisecurity.org/controls/controlled-access-based-on-the-need-to-know
https://www.cisecurity.org/controls/controlled-access-based-on-the-need-to-know
https://attack.mitre.org/techniques/T1069/001/
https://attack.mitre.org/techniques/T1069/002/
https://attack.mitre.org/techniques/T1040/
https://attack.mitre.org/techniques/T1046/
https://www.cisecurity.org/controls/account-monitoring-and-control
https://www.cisecurity.org/controls/account-monitoring-and-control
https://attivonetworks.com/product/adsecure/
https://attivonetworks.com/product/adassessor/
https://attack.mitre.org/techniques/T1078/
https://attack.mitre.org/techniques/T1098/
https://attack.mitre.org/techniques/T1136/
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CONCLUSION
The CIS Critical Controls helps organizations implement security strategies in preparing for any sophisticated cyber attacks. 
The defenses identified through these Controls address long-term threats inside an organization’s network, disrupting 
attackers’ malicious intent. The Attivo Networks deception technology helps organizations implement CIS Controls that 
tackle the most pervasive cybersecurity threats and provide defense in depth for their environment against an evolving threat 
landscape. Attivo solutions also empower organizations with its best-in-class services of training and awareness programs.

REFERENCES
https://www.cisecurity.org/controls/cis-controls-list/ 
https://attack.mitre.org/

ABOUT ATTIVO NETWORKS®
Attivo Networks®, the leader in preventing identity privilege escalation and detecting lateral movement attacks, 
delivers a superior defense for countering threat activity.  ThreatDefend® Platform customers gain unprecedented 
visibility to risks, attack surface reduction, and speed up attack detection. Patented innovative defenses cover 
critical points of attack, including at endpoints, in Active Directory (AD), in the cloud, and across the entire network. 
Concealment technology hides critical AD objects, data, and credentials. Bait and misdirection efficiently steer 
attackers away from production assets, and deception decoys derail lateral movement activities. Attivo has won over 
150 awards for its technology innovation and leadership. www.attivonetworks.com.

CIS Control Group CIS Controls Attivo Network Solution Mapping MITRE Techniques

Organizational Implement 
a Security 
Awareness and 
Training Program

Attivo Networks offers pre and post-sales technical 
support, training, professional services through channel 
partner programs.

NA

 Organizational Incident Response 
and Management

The ThreatDefend platform offers playbooks for 
accelerated incident response capabilities through third-
party integrations, automating attack data correlating, 
and incident response activities. By integrating with 
SIEMs, firewalls, NAC solutions, endpoint isolation, 
and threat hunting, the platform enhances the value of 
an incident response infrastructure. Additionally, the 
playbooks can automate an incident response action for 
quickly discovering attacks and remediate.

NA

Organizational Penetration Tests 
and Red Team 
Exercises

The BOTsink server provides forensics reporting and 
intelligence it gathers from an attack to internal 
hunt teams to assess potential vulnerabilities in the 
enterprise. Additionally, the solution allows Red teams 
to validate the remediation efforts and verify risk 
mitigation.

NA

https://www.cisecurity.org/controls/cis-controls-list/
https://attack.mitre.org/
https://www.cisecurity.org/controls/implement-a-security-awareness-and-training-program
https://www.cisecurity.org/controls/implement-a-security-awareness-and-training-program
https://www.cisecurity.org/controls/implement-a-security-awareness-and-training-program
https://www.cisecurity.org/controls/implement-a-security-awareness-and-training-program
https://www.cisecurity.org/controls/incident-response-and-management
https://www.cisecurity.org/controls/incident-response-and-management
https://www.cisecurity.org/controls/penetration-tests-and-red-team-exercises
https://www.cisecurity.org/controls/penetration-tests-and-red-team-exercises
https://www.cisecurity.org/controls/penetration-tests-and-red-team-exercises
https://attivonetworks.com/product/attivo-botsink/

