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SOLUTION BR IEF 

SECURING ORGANIZATIONS WHEN EMPLOYEES WORK REMOTELY

Many companies have shifted their workforce to an optional or mandatory remote work model. This 
transformation impacts traditional security processes designed for an on-premise workforce. For example, many 
security products such as network firewalls, intrusion prevention systems, web gateways, and other prevention 
products are ineffective when VPNs are configured with split-tunneling, since employee traffic will not traverse 
the company network. Detection technologies that depend on network behavior anomalies will be inaccurate, as 
the users connect from different networks and the baseline changes. 

Employees who work in a less secure environment create a significant opportunity for cybercriminals, reducing 
their time to compromise. A compromised employee may be unaware that the attacker can access the enterprise 
network through their corporate VPN. Attackers can also compromise employee’s user credentials using SaaS-
based business applications. 

While it is impossible to prevent every possible attack scenario, proper planning and use of deception 
technologies could detect and prevent lateral movement and avert a more significant impact on the organization. 

The Attivo Networks ThreatDefend® platform provides insights into attacks targeting SaaS applications and 
those originating from VPN networks, as shown in the diagram below.

NETWORK DISCOVERY OVER VPN TUNNEL 
When users connect over VPN using split tunneling, a list of routes for the corporate network gets configured on 
the endpoints. Attackers can show these networks by using the command “netstat -rn” on a Windows OS, as the 
example below shows. Attackers can target systems to compromise in these networks and move deeper inside 
the organization.
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By putting network decoys or decoy forwarders in the subnets that are aggregated by the route entries, the solution 
detects lateral movement attempts by attackers early in the attack cycle. Stealing credentials from a compromised 
system is widely used by cybercriminals to expand their footprint and to escalate privileges. Creating attractive lures 
can lead attackers to the decoys on networks exposed in VPN route entries.

 
Attackers use discovery protocols like LLMNR, NBNS, and mDNS in Man-in-the-Middle attack.  They also use ARP 
cache poisoning to steal credentials with tools like Responder. Deploying decoys on these subnets catches such 
attacks and tools.

The ThreatDefend Platform generates MitM alerts when it detects attackers using the Responder tool to steal 
credentials.
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VPN CREDENTIAL STEALING
If employees save and use VPN credentials, attackers can steal them to get corporate access without needing to 
compromise an employee system. It is challenging to differentiate between activities performed by the employee 
and an attacker when they are using the same credentials.

The solution can create lures for VPN applications, and detect when attackers steal and attempt to use them. Even 
if an organization is using 2-factor authentication, the knowledge that an attacker is targeting these lures using 
brute force is invaluable to the security defender.

Below is an example of a tool from Nirsoft that can decrypt and help steal VPN credentials. 
 

 

RECONNAISSANCE USING ACTIVE DIRECTORY  
 
Another method that attackers use to compromise a remote employee is to query Active Directory to understand 
the domain controllers, privileged accounts, delegated shadow admin accounts, and other such objects. The Attivo 
Networks ADSecure solution prevents attackers from enumerating Active Directory and using the collected information 
for privilege escalation. A recent blog covered these methods, available at:   
https://medium.com/attivotechblogs/ghost-in-the-shell-preventing-active-directory-lateral-movement-f1b07faadfd6.   

THEFT OF SAAS CREDENTIALS 
 
For convenience, employees save credentials to SaaS applications in browsers, which attackers steal. Inserting 
deceptive lures for the SaaS applications detects compromised user systems without false positives. Attivo produces 
lures for all popular browsers and monitors SaaS application logs to detect any attempt to use these deceptive lures. 
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ABOUT ATTIVO NETWORKS®
Attivo Networks®, the leader in preventing identity privilege escalation and detecting lateral movement attacks, 
delivers a superior defense for countering threat activity.  ThreatDefend® Platform customers gain unprecedented 
visibility to risks, attack surface reduction, and attack detection across endpoints, Active Directory (AD), clouds, 
and networks. Concealment technology hides critical AD objects, data, and credentials, while misdirection and 
deception decoys derail lateral movement activities. Attivo has won over 150 awards for its technology innovation 
and leadership. www.attivonetworks.com

 
 
 
 
 
 
 

 
The Attivo Networks ThreatDefend platform natively supports these popular SaaS applications: 
Additionally, organizations can create their own deceptive credentials for any SaaS application. The ThreatDefend 
platform also supports the monitoring of deceptive credentials for other SaaS applications through integrations with 
various SIEM partners. 

Additionally, organizations can create specific deceptive credentials for any SaaS application. The ThreatDefend 
platform also supports the monitoring of deceptive credentials for other SaaS applications through integrations with 
various SIEM partners. 

SUMMARY 
 
The Attivo Networks ThreatDefend Platform provides a comprehensive and customer-proven solution for proactive 
security and accurate threat detection within user networks, data centers, clouds, and a wide variety of specialized 
attack surfaces. As more people move to a remote work environment, organizations should take a critical look at the 
security of their remote workforce and evaluate whether the solution’s capabilities can meet their needs. 
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Example of a lure created for Salesforce.com.


