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EXECUTIVE SUMMARY
Insider threats are one of the most difficult challenges an organization can face. Where a range of conventional 
defenses exist to thwart exterior threats, malicious actors within an organization are much more difficult to identify and 
contain. This paper will delve into the challenges presented by insider threats and how deception technology can provide 
accurate and early insight into policy violations and malicious activity.

DEFINING THE THREAT
Security professionals divide insider threats into three broad categories, only one of which is malicious.

• Malicious: A malicious insider is acting with hostile intent. Whether they are planning to steal intellectual property 
or user information, commit financial theft, cause deliberate damage, or other nefarious action, their goals stand in 
direct opposition to the organization. The malicious insider is the focus of this paper. 

• Negligent: A negligent insider is not trying to cause harm but may be consciously neglecting or avoiding security 
policies and safeguards that they believe are inhibiting their work.

• Accidental: An accidental breach is the result of carelessness or other inadvertent actions that cause a security 
issue. For example, users who do not keep security updated on their personally owned devices used at work or are 
the victim of a Man in the Middle or related attack when operating on a public WiFi system.

In a more specific context, an “insider threat” is an individual that has some level of authorization within the 
environment and commensurate access. This existing authorization and access is what differentiates them from an 
attacker that has somehow breached the perimeter to establish a foothold in the network. Where an attacker coming  
in from the outside must start from scratch by taking time to learn the environment, escalate their privileges, and 
locate their target before they can complete their mission, an insider starts with these advantages.

How much of an advantage an insider starts with depends on their position, figuratively and possibly literally, within the 
organization. The potential insider extends beyond employees to contractors, third party partners, vendors, suppliers, 
and temporary workers. Generally, the closer to the heart of the organization the insider lives, the greater the access 
and visibility into the environment they’ll have. However, even with the lowest levels of access, an insider is already past 
the perimeter defenses and can gain some immediate visibility into network topology, internal applications, policies, and 
endpoint defenses. Employees familiar with the organization are far more likely to know where valuable data is stored 
and who can access it than someone with limited access or time to gain that knowledge.

Users with higher level access are more difficult to counter. The more a potential attacker knows about the 
environment, the easier it is to evade defenses and directly reach the target. Some recent high-profile data loss cases 
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involved individuals who had authorized access to the organization’s intellectual property and subsequently took 
those assets and delivered them to outside entities.

Defending against this range of potential internal sources is challenging, requiring a combination of technical and 
policy defenses to mitigate the threat. Deception technology can provide an advantage in these difficult insider  
threat scenarios.

DEFENDING AGAINST THE THREAT INSIDE
An organization’s security stack is a complete ecosystem, and it takes a range of policy and technical techniques 
to create an environment that is robust and secure enough against a range of attacks. Since internal attackers are 
already operating within the perimeter, classic edge defenses designed to keep them out are much less effective. 
Perimeter defenses still have a place in the security ecosystem, but they serve a different function against an insider.
When addressing a threat actor that starts within the environment, defenders must focus on internal defenses that 
are effective even when an opponent does not need to cross the perimeter.

Good security starts with good security policies. When 
defending against attacks that originate within an 
organization, security policies are the first line of defense 
that malicious users must overcome. While this paper is 
not a policy guide, as there are many sources available that 
provide guidance, one particularly relevant area of security 
policy is the concept of Least Privileges.

The concept states that users should have the lowest level 
of access required to perform their duties. By restricting 
access to higher level administrative functions, the policy 
limits users from inadvertently compromise their security 
while forcing attackers to do more work to reach their goals.

Technical defenses against insider threats cover a broad range of facets, from internal firewalls that allow micro-
segmentation of the network topology, to endpoint defenses to detect and thwart a malicious user, to document 
control systems that prevent the unauthorized release of sensitive material, intellectual property, or data.

Even with a broad range of options for perimeter and internal defense, attackers have repeatedly shown that they  
can bypass both to carry out their attacks. This forces organizations to take a different approach to handling 
advanced threats, particularly insiders with the advantages of access and privilege that are already available to  
them before they engage.

Perimeter defenses still 
have a place in the security 
ecosystem, but they serve a 
different function against an 
insider [since they are already 
operating within the perimeter]. 
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DECEPTION TO DISARM INSIDER THREATS 
Deception technology provides a different approach to stopping attackers. Traditional solutions rely on signatures, 
heuristics, or behavioral indicators and use conventional techniques that are often static or rely on existing 
intelligence about attack techniques and known methods. Deception works by altering the apparent threat surface  
so that the threat actor cannot tell what is real from what is fake, causing them to make mistakes and revealing  
their unauthorized activity.

A study by Opus and the Ponemon Institute in 2018 showed that nearly 60% of “inside” attacks originated with 3rd 
party vendors who have some form of internal access. This type of threat starts with a level of authorization and 
foreknowledge of the environment they are targeting. They are already operating within the perimeter and will often 
have knowledge of the policies and tools the organization relies on for defense. 

Deception is effective against this sort of attacker because they still need to reach their eventual targets. They will 
need to do reconnaissance, escalate their privileges, and work their way through the target environment from their 
initial foothold to their destination. Even with a starting point within and understanding of the network, deception 
complicates their attack. 

Deception is effective in situations where attackers may or may not know that the organization has deployed it within 
the network. In many instances, employees have no indication there is anything unusual operating in the environment. 
Unlike many endpoint defenses, proxies, or other solutions, there are no visible agents or outward signs that deceptive 
assets exist on the network. Deception is completely silent, remaining out of sight in ways that make any interaction 
with these assets suspicious. Any touch on a decoy asset warrants investigation. At a minimum, it represents a policy 
violation. At the worst, it is a positive indication of an active attacker within the environment. In any event, the Attivo 
Networks deception solution records and reports any activity within the deception environment, giving the incident 
response team the necessary forensic data required for legal or HR investigations.

Since any touch on a deceptive asset is suspect,  
the deception environment quickly identifies 
even low-level reconnaissance efforts. 
Likewise, any use of a deceptive credential is 
an unequivocal indication of malicious activity. 
Attackers that follow deceptive credentials will 
interact with a decoy, resulting in an alert. If 
the attacker users the deceptive credential on 
a live asset, the deceptive technology platform 
queries the SEIM and generates an alert from 
the login failure. Deception remains effective in 
the face of changing tools and techniques that 
are developed to bypass and overwhelm other 
solutions. A deceptive asset’s trigger is the 
touch itself, rather than the method used  
to touch it. 

INSIDER  THR E ATS USE CASES 

• employee error

• misconfigurations that allow access

• trusted third party 

• cloud open access permissions malicious activity 
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One of the greatest challenges an organization can face is an authorized internal user with access to sensitive or 
valuable assets who chooses to act against the organization’s best interests. There have been several high-profile  
cases that highlight this, ranging from government employees who revealed classified information to highly placed 
engineers who took intellectual property when they left an employer and delivered it to a competitor. In each case, 
the individuals had both access to the material and authorization to retrieve it. Similar cases have arisen where 
administrative personnel installed unauthorized software on systems they were otherwise allowed to access.

Each of these situations represents clear policy violations, but few technical solutions can prevent a malicious  
actor from exfiltrating the data they were after or installing malicious code. However, deception technology offers  
capabilities that are effective in these otherwise difficult-to-mitigate cases. 

Modern deception technology also allows for the creation of decoy documents. These specially crafted documents  
appear identical to production files but possess a beacon that contacts the organization when opened or shared.  
By placing these decoy documents among other valuable assets, the organization gains another way to identify  
a breach or unauthorized access. By determining where these decoy documents end up, the organization can gain  
valuable insight and details into the attack.

SUMMARY
Deception technology brings unique advantages which are effective against dynamic and evolving threats. Insiders 
present unique challenges to an organization, whether they are caused by unintentional user activity or with malicious 
intent. By definition, these threats originate within the security perimeter, and a malicious actor will have some level  
of authority, access, and knowledge that gives them a distinct advantage over an external attacker. 

Deception technology alters the apparent attack surface within the environment, so an attacker will not know what  
is real and what is fake. This virtual minefield gives the information security team an advantage by enabling early and  
accurate detection of threats within the network and on the endpoints. Deception remains effective even in cases 
where an attacker is aware that it is in play. What they see is not what they get.

ABOUT ATTIVO NETWORKS® 
Attivo Networks®, the leader in deception technology, provides an active defense for early detection, forensics,  
and automated incident response to in network attacks. The Attivo ThreatDefend Deception Platform offers 
comprehensive and accurate threat detection for user networks, data centers, clouds, and a wide variety of specialized 
attack surfaces. A deception fabric of network, endpoint, application, and data deceptions efficiently misdirect and 
reveal attacks from all threat vectors. Advanced machine-learning simplifies deployment and operations for organizations 
of all sizes. Automated attack analysis, forensics, actionable alerts, and native integrations accelerate and streamline 
incident response. The company has won over 85 awards for its technology innovation and leadership.  
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