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BY TOM TEMIN

Perhaps its constant state of change presents the most 
challenging characteristic of cybersecurity. Techniques, tools 

and tradecraft that worked last week may leave you vulnerable 
next week.

Luckily the federal government doesn’t sit still. Agencies operate 
in an environment of continuously updated policy, guidance and 
technology.

Among the new developments:

	■ The Cybersecurity Maturity Model Certification to help  
ensure supply chain safety.

	■ New guidance from the National Institute of Standards and 
Technology (NIST), namely special publications 800-160 and 
800-171 (draft).

	■ A new version of the Trusted Internet Connection technology 
from the Homeland Security Department. It recognizes the 
multiple internet connection pathways required by today’s 
hybrid cloud infrastructures.

As a result, many agency cyber officials are updating their 
strategies and controls. They’re trying new tools, rationalizing the 
tools they have, and updating old techniques such as deception, 
to better identify and neutralize malicious actors.
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Federal News Network and Attivo asked a panel 
of federal cybersecurity practitioners for a read on 
the most contemporary cybersecurity thinking. A 
key learning: Attention to the basics never goes 
out of style.

Complete inventory needed
No cybersecurity strategy will be effective without 
a complete inventory of what you’re trying to 
protect. It’s axiomatic that you can’t protect 
something if you are unaware of it, yet agencies 
often have trouble establishing a comprehensive 
inventory.

At the Air Force, Chief Information Security Officer 
Wanda Jones-Heath said they’re in the midst of 
gathering lists of all IT assets. “Then what we’re 
asking [authorizing officials] to do, is tag their high-
value assets based on the mission they support.” 
That, in turn, will enable a risk management 
approach to cybersecurity. “You can’t protect 
everything, but if you had your last dollar, where 
would you put it?” Jones-Heath said. 

Nick Marinos, the director of the IT and 
cybersecurity team at the Government 
Accountability Office, said time and time again in 
audits, GAO finds agencies lacking the inventory 
they need.

“That’s an important piece. If you don’t know what 
you have, then it’s going to be really hard – even 
if a prioritization is made [on] whether a particular 
function is supported by these assets,” Marinos 
said. “What if we know about only 80 percent” of 
critical assets?

The number one job is to separate what’s critical 
from everything else. Dr. Ron Ross, fellow at 
NIST, said that’s because of the complexity of 
IT infrastructures, and their assemblages of 
hardware, software, firmware and applications.

He said SP 800-160 was created in recognition 
that most cybersecurity work is done “above 
the waterline” with activities such as firewall 
configuration, encryption and two-factor 
authentication.

“But there’s a whole world below the waterline,” 
Ross said. “And that metaphor represents all of the 
systems and the complexity, the trillions of lines of 
code, the billions of devices, and all the firmware, 
and everything that’s hooked up over the network.” 

SP 800-160, he said, outlines the engineering 
process required to better understand what’s 
below the waterline so it can become part of the 
cyber risk management framework. Specifically, 
the publication is built on joint IEEE-ISO Standard 
152.88 that defines a lifecycle approach to 
developing systems and software, with security 
included at each step.

Larry Grossman, acting chief information security 
officer at the Federal Aviation Administration, 
underscored Ross’s waterline metaphor.

“The FAA is just one component of the Department 
of Transportation,” Grossman said. “And we 
have 360 FISMA reportable systems,” that is, 
systems critical enough to be subject to annual 
reports under the Federal Information Security 
Management Act. “And just under two thousand 
applications across 11 lines of business, all with 
different missions.” He added, “It becomes very 
complex to look at the whole problem holistically.”
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Organizational and human 
capital challenges
Up-to-date cybersecurity strategies also require 
two fundamental conditions.

First, agencies must find innovative ways to 
deal with the shortage of qualified cybersecurity 
practitioners.

Second, something long advised in the NIST 
guidance and elsewhere is actually happening with 
more regularity: Software development in which 
programmers write code securely at inception.

“DevSecOps might be a cliché term, but it’s 
really important,” said Nick Ward, the Justice 
Department’s chief information security officer. 
“We need to be developing security controls into 
the code, pushing them during deployment, and it 
needs to be automatic.” 

He added, “You can’t rely on a few auditors coming 
by after the fact.” 

An important challenge, GAO’s Marinos said is 
“collaboration not just among the IT guys, but the 
mission-side folks, the human resources office, the 
procurement folks.” Such collaboration, he said, 
gives everyone a better understanding of what the 
development program and resulting applications 
are supporting and their relation to the ultimate 
mission of the agency – and of the resources 
needed for that support.

That leads to the talent and human capital question. 
Having the talent and the ability to retain it remains 
a challenge for all agencies, Marinos said.

Tony Cole, the chief technology officer at Attivo 
Networks, said a good model for the federal 
government is the private financial sector. There, 
he said, security is endemic to all activities, so 
cybersecurity becomes a component of an overall 
risk management framework.

When everyone has a “complete understanding 
of the business,” Cole said, “that can help 
tremendously on the talent management side.”

“It’s critically important we understand the 
business units, and build the structure for 
managing the risk to those high-value assets, 
versus trying to manage the risk on everything,” 
Cole said. The functional goal of cybersecurity 
efforts then becomes making sure there’s no path 
to high-value assets. Cole added, “That’s often left 
out today.”

He also urged federal practitioners to send 
people for certifications such as those offered 
by by (ISC)² and continuous training via (ISC)²’s 
Professional Development Institute.

CIOs and CISOs, said Jones-Heath of the Air Force, 
are moving from a model of trying to compete with 
the private sector for talent, instead trying to work 
together.

“I don’t have enough talent,” Jones-Heath said. “So 
I have to go out and … use the talent in the industry 
pool.”

Pros and cons of threat 
hunting
Agencies are obligated to follow the cybersecurity 
policies spelled out by Congress, the White 
House and Defense authorities. But to be 
effective, agency strategies need to have certain 
characteristics. One is consistency across 
components. Jones-Heath said she spends a lot 
of time with functional managers in personnel 
and logistics “that have a lot of IT systems not 
developed in my community” who need to be 
brought along in understanding the importance of 
cybersecurity.

The other required quality, according to Cole, is 
dynamic; the ability to adapt and evolve as fast 
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as the threat environment. “We need to make 
sure the programs we put in place … are done in a 
dynamic fashion. It’s absolutely astounding how 
fast technology is moving, and we build very large, 
very cumbersome programs that take many, many 
years to implement.”

Many agencies, through bug bounty programs or 
using contractors in black hat/white hat scenarios, 
spend effort and dollars on threat hunting. The 
idea is to discover threats in the wild before they 
reach the agency’s own shores.  

The rise in the number of federal cloud providers 
combined with large numbers of mobile devices, 
means cyber operators will have an increasingly   
difficult time trying to define, much less protect 
the network perimeter. Cole of Attivo said 
that situation calls for a strategy focused on 
data protection, rather than network perimeter 
protection. “Data – that’s what we’re trying to 
protect in the first place,” he said.

Threat hunting, he said “is extremely expensive 
to implement.” It requires extensive data from 
throughout the environment coupled with the 
talent and tools to combine and analyze it.

Plus, said Josh Salmanson, the vice president and 
chief architect at ECS Federal, you need to know 
what “normal” looks like, and have “a big enough 
historical database that if an indicator pops on 
Wednesday and you update your sensors, [you 
can determine if] it hit your environment 30 days 
before.”

In the threat-hunting mode, given the complexity of 
the average infrastructure, “there’s always going to 
be an exploding number of zero day vulnerabilities 
that are just there because we know how this 
software is built,” NIST’s Ross said. Moreover, 
many of those threats won’t even appear in 
the threat-hunting world or the vulnerability-

scanning world. Nor do these systems alert you 
to advanced, persistent threats – software that 
becomes embedded somewhere and churns out 
new vulnerabilities. Some APTs even patch the 
target system to cover their tracks.

Agencies may consider deception – a modern 
iteration of network honeypots – as a way to 
augment monitoring such as what’s done under 
the Continuous Diagnostics and Mitigation 
program. Deception is the deployment of real-
looking but isolated systems that attract attackers 
so that their methodologies and coding can be 
examined harmlessly.

“I think deception will clearly have a place” in the 
government’s efforts to understand the ongoing 
cyber situation, Ward of Justice said. He sees 
deception as way to “slow down your attackers 
against your high-value assets. Put in a bunch of 
roadblocks and slowdowns against attackers so 
we can figure out who they are and how we can 
defend against them.”

Ward added, “Hopefully we get them to attack 
enough deceptions and fall into enough traps that 
they’re moving slower than we are.”

Deception is also described in SP 800-171 
revision B, Attivo’s Cole pointed out. He said cyber 
deception is “a very successful way to take all 
of the things we’ve learned in the physical world 
and apply them to the cyber realm.” It involves 
dropping deceptions in front of production 
systems with what he called “breadcrumbs 
and lures … that lead somebody into a decoy 
environment.” The presence of a visitor to a decoy, 
“is an anomaly in and of itself,” he added. 

In the long run, improved cybersecurity will come 
from merging the disciplines of development 
and operations, Salmanson said, with cyber 
undergirding them both. 


