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INTRODUCTION
The MITRE Corporation Adversarial Tactics, Techniques, and Common Knowledge (ATT&CK®) Matrix provides a model 

for cyber adversary behavior, reflecting various phases of an adversary’s lifecycle and the platforms they are known 

to target. The framework aims to help determine which technologies work or fail, identify gaps to improve security 

posture and processes, prioritize work on detecting and deterring techniques, and evaluate new security technology. 

ATT&CK is useful for understanding security risk against known adversary behavior, planning security improvements, 

and verifying that defenses work as expected. The goal of ATT&CK is to break down and classify attacks clearly and 

consistently, making it easier to compare them to find how the attacker exploited networks and endpoints in  

a successful compromise. More information is available here. 

THE ATT&CK ENTERPRISE MATRIX FOR CLOUD 
 
ATT&CK for Enterprise is an adversary model and 

framework for describing the actions an adversary may 

take to compromise and operate within an enterprise 

network. The model can be used to better characterize 

and describe post-compromise adversary behavior. It 

both expands the knowledge of network defenders and 

helps prioritize network defense by detailing the tactics, 

techniques, and procedures (TTPs) cyber threats use to 

gain access and execute their objectives while operating 

inside a network.  It further subdivides these into specific 

environments, such as the cloud. 

The 9 categories within ATT&CK for Enterprise that cover cloud-based techniques derive from the later stages of  

the Lockheed Martin Cyber Kill Chain® (Exploit, Control, Execute, Maintain). These are:

• Initial Access

• Persistence

• Privilege Escalation

• Defense Evasion

• Credential Access

• Discovery

• Lateral Movement

• Exfiltration

• Impact

The MITRE ATT&CK™ 
knowledge base provides a 
foundation for developing 
specific threat models and 
methodologies across any 
sector or industry. 
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Each category contains a list of techniques and sub-techniques that an adversary could use to perform that tactic. 

It breaks these techniques and sub-techniques down to provide a technical description, indicators, useful defensive 

sensor data, detection analytics, and potential mitigations. Applying intrusion data to the model then helps focus 

defense on the commonly used techniques across groups of activity and helps identify gaps in security. 

ATT&CK for cloud incorporates details from multiple cloud services, including Amazon AWS, Google Cloud Platform, 

Microsoft Azure, Microsoft Office 365, and other SaaS platforms.  ATT&CK provides a matrix for each of these 

systems, with a separate one each for mobile systems, specific operating system environments, and ICS. The 

framework and higher-level categories may also apply to other platforms and environments.  

There is also a PRE-ATT&CK Matrix that covers the early stages of the Lockheed Martin Cyber Kill Chain (Recon, 

Weaponize, Deliver). This matrix is a growing common reference for pre-compromise techniques that brings greater 

awareness of what actions one may see before a network intrusion. It enables a comprehensive evaluation of 

computer network defense (CND) technologies, data, processes, and policies against a common enterprise threat 

model.  It is based on publicly available and submitted data, and not meant to be comprehensive.

ATTIVO NETWORKS SUPPORT FOR THE MITRE ATT&CK MATRIX FOR CLOUD
The Attivo Networks ThreatDefend® platform provides 

extensive capabilities to detect many of the techniques 

and sub-techniques outlined in the ATT&CK Matrix for 

Cloud. The platform has several modular components 

that together create an in-network detection fabric. The 

Attivo BOTsink® deception servers provide network decoys 

for engagement, along with the Informer dashboard for 

displaying gathered threat intelligence and ThreatOps® 

incident response orchestration playbooks. The Endpoint 

Detection Net (EDN) suite includes ThreatStrike® bait 

and lures, ThreatPath® for attack path visibility, the 

DataCloak function to hide and deny access to data, and 

the Deflect function to redirect malicious connection 

attempts to decoys for engagement. The ADSecure 

solution for Active Directory defense comes with the  

While the ThreatDefend platform 
provides coverage across 11 /12 
tactics, it provides the most 
coverage for those that occur 
post-compromise – Credential 
Access, Discovery, Lateral 
Movement, Collection - where 
adversaries spend most of their 
time and burrow deeper into the 
network, and where traditional 
security controls struggle to 
detect their activity.
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EDN suite or is available as a standalone solution. The ThreatDirect deception forwarders support remote and 

segmented networks, while the Attivo Central Manager (ACM) for BOTsink and the EDN Manager for standalone EDN 

deployments add enterprise-wide detection fabric management.

The ThreatDefend platform provides the most comprehensive in-network threat detection solution and coverage of 

attack surfaces to efficiently and accurately detect attackers already inside the network, early in the attack cycle 

on the network, at endpoints, applications, data, and in Active Directory. It supports user networks, datacenters, and 

specialized networks such as ICS-SCADA, IoT, or POS, whether on-premises, in the cloud, or at remote work locations. 

The platform uses machine learning to automatically learn the environment and crafts mirror-match decoys, lures,  

and misdirections for the highest authenticity and engagement believability. 

The Attivo Networks solution is easy to deploy and operate, requiring minimal effort to manage while providing 

unparalleled visibility to discovery, lateral movement, and privilege escalation activities. It can detect known and 

unknown attacks (signatureless, zero-day, file-less) with engagement-based, forensic-backed alerts that reduce 

mean-time-to-detect with high fidelity and accuracy. The platform’s numerous third-party integrations reduce  

mean-time-to-respond, automating the incident response process while providing offense-based intelligence for  

a proactive defense.

In evaluating the ThreatDefend platform against the ATT&CK Matrix, Attivo Networks compared the solution against 

the techniques and sub-techniques to identify how the solution would detect each one.  The table below contains  

the analysis as of the third quarter of 2020, mapping to the techniques and sub-techniques the ThreatDefend platform 

can successfully detect and how the platform can detect it.
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COVERAGE FOR MITRE ATT&CK

The chart below shows a collapsed MITRE ATT&CK coverage map of the techniques  
in bold and sub-techniques in italics that the ThreatDefend platform natively detects.
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

INITIAL ACCESS

Valid Accounts Cloud Accounts

Default Accounts

The EDN ThreatStrike solution deploys breadcrumbs at production endpoints (user 
and server) for valid accounts used to access cloud resources. It also deploys 
deceptive cloud access keys that lead attackers to the cloud environment.

The EDN ThreatPath solution provides visibility into exposure of valid accounts, 
including default accounts and cloud access keys. Additionally, ThreatPath rules 
can alert for any such exposures.

PERSISTENCE

Account Manipulation Add Office 365 Global 
Administrator Role

The EDN ThreatStrike solution supports deploying deceptive cloud credentials at 
the endpoints. The ThreatDefend platform can monitor the cloud audit logs for their 
usage and alert when an attacker uses them.

Valid Accounts Cloud Accounts

Default Accounts

The EDN ThreatStrike solution deploys breadcrumbs at production endpoints (user 
and server) for valid accounts used to access cloud resources. It also deploys 
deceptive cloud access keys that lead attackers to the cloud environment.

The EDN ThreatPath solution provides visibility into exposure of valid accounts, 
including default accounts and cloud access keys. Additionally, ThreatPath rules 
can alert for any such exposures.

PRIVILEGE ESCALATION

Valid Accounts Cloud Accounts

Default Accounts

The EDN ThreatStrike solution deploys breadcrumbs at production endpoints (user 
and server) for valid accounts used to access cloud resources. It also deploys 
deceptive cloud access keys that lead attackers to the cloud environment.

The EDN ThreatPath solution provides visibility into exposure of valid accounts, 
including default accounts and cloud access keys. Additionally, ThreatPath rules 
can alert for any such exposures.

DEFENSE EVASION

Use Alternate 
Authentication 
Material

Application Access 
Token

Web Session Cookie

The EDN ThreatStrike solution supports deploying deceptive cloud access 
tokens at the production endpoints (user and server). The ThreatDefend 
platform can monitor for their usage and alert when an attacker uses 
them. The EDN ThreatStrike solution also supports deploying deceptive 
web session cookies that can lead attackers to decoys.

Valid Accounts Cloud Accounts

Default Accounts

The EDN ThreatStrike solution deploys breadcrumbs at production endpoints 
(user and server) for valid accounts used to access cloud resources. It also 
deploys deceptive cloud access keys that lead attackers to the cloud environment.

The EDN ThreatPath solution provides visibility into exposure of valid accounts, 
including default accounts and cloud access keys. Additionally, ThreatPath rules 
can alert for any such exposures.
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

CREDENTIAL ACCESS

Brute Force Credential Stuffing

Password Cracking

Password Guessing

Password Spraying

The ThreatDefend platform identifies attempts to use any deceptive credentials. 
Any brute force attempt using deceptive credentials generates an alert as a 
stolen credentials attack.

Steal Application 
Access Token

The EDN ThreatStrike solution supports deploying deceptive cloud access tokens 
at the production endpoints (user and server). The ThreatDefend platform can 
monitor for their usage and alert when an attacker uses them. 

Steal Web Session 
Cookie

 The EDN ThreatStrike solution supports deploying deceptive web session cookies 
that can lead attackers to decoys.

Unsecured 
Credentials

Credentials In Files The EDN ThreatStrike solution supports deploying deceptive cloud access tokens 
to production endpoints. The ThreatDefend platform can monitor for their usage 
and alert when an attacker uses them to connect to the cloud or attempt to 
query the cloud instance metadata APIs.

DISCOVERY

Account Discovery Cloud Account

Email Account

The EDN ADSecure solution identifies the use of tools and commands to discover 
Accounts. It raises relevant alerts with information on tools and techniques used.

Cloud Service 
Discovery

The ThreatDefend platform supports deploying decoys such as EC2 instances, 
S3 buckets, and DynamoDB databases across various cloud accounts. Attackers 
performing cloud discovery to escalate privileges can discover decoy assets.

Network Service 
Scanning

The ThreatDefend platform supports deploying network decoys across multiple 
cloud accounts. Attackers attempting to scan services or engage with these 
network decoys will lead to detection alerts.

Network Share 
Discovery

The EDN ThreatStrike solution installs decoy network shares. The network 
shares can point to cloud-hosted shares for storage. These are customizable, 
and users can upload custom folders and files to the shares.

On Windows, the EDN ThreatPath solution can monitor and detect the exposure of 
data on various folders and systems that are critical to the organization’s business. 

Remote System 
Discovery

The ThreatDefend platform supports deploying network decoys across multiple 
cloud accounts. Attackers attempting to scan services or engage with these 
network decoys will lead to detection alerts.

System Information 
Discovery

ThreatDefend platform periodically reviews the audit logs to learn the usage patterns, 
including API access. EDN ThreatStrike solution is also capable of deploying deceptive 
API access keys, which, when used, would lead to detection alerts.

System Network 
Connections 
Discovery

The ADSecure solution can detect and alter information when attackers use tools 
to query for active connections or sessions.
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TECHNIQUE SUB-TECHNIQUE ATTIVO CAPABILITY

LATERAL MOVEMENT

Use Alternate 
Authentication 
Material

Application Access 
Token

Web Session Cookie

The EDN ThreatStrike solution supports deploying deceptive cloud access 
tokens at the production endpoints (user and server). The ThreatDefend 
platform can monitor for their usage and alert when an attacker uses them. 
The EDN ThreatStrike solution also supports deploying deceptive web session 
cookies that can lead attackers to decoys.

COLLECTION

Data from Cloud 
Storage Object

The ThreatDefend platform offers decoys for native cloud storage like Amazon 
S3 and Azure Storage. The EDN ThreatStrike solution can deploy breadcrumbs to 
lead attackers into the decoy objects, thereby detect and alert on their intent.

Data from Information 
Repositories

Confluence

Sharepoint

The ThreatDefend platform supports deploying decoy documents on cloud 
information repositories that detect and alert when attackers exfiltrate them.

IMPACT

Resource Hijacking  The ThreatDefend platform periodically reviews all workloads in the cloud and 
provides visibility on resource consumption. Attivo ThreatDefend can raise 
alerts if the consumption violates the baseline by a considerable amount.

SUMMARY
The ThreatDefend platform provides potent threat detection and attack prevention derailment mechanisms that 
address gaps left open and exploitable by attackers when adversaries successfully penetrate a perimeter defense.  
By adding the Attivo Networks® ThreatDefend® platform to the security stack, organizations gain early and accurate 
eyes-inside-the-network visibility to attack techniques, sub-techniques, and other activities as documented in the 
MITRE ATT&CK Matrix. By deploying the ThreatDefend solution, organizations gain early detection and valuable insights 
to malicious actors that have bypassed existing controls or perpetrators that are already inside the network. 

ABOUT ATTIVO NETWORKS
Attivo Networks®, the leader in cyber deception and lateral movement attack detection, delivers a superior 
defense for revealing and preventing unauthorized insider and external threat activity. The customer-proven Attivo 
ThreatDefend® Platform provides a scalable solution for derailing attackers and reducing the attack surface within 
user networks, data centers, clouds, remote worksites, and specialized attack surfaces. The portfolio defends at 
the endpoint, Active Directory and throughout the network with ground-breaking innovations for preventing and 
misdirecting lateral attack activity. Forensics, automated attack analysis, and third-party native integrations 
streamline incident response. The company has won over 130 awards for its technology innovation and leadership.  
For more information, visit www.attivonetworks.com.


