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Ransomware gangs vs. 
Active Directory
Ransomware gangs take special interest in Microsoft Active Directory because it’s a gateway to so much sensitive 

data. Recent CyberRisk Alliance research shows that the stakes are high for security teams. But there are ways to 

better secure it against such threats. Elizabeth Carr reports.

While gaining access to AD 
elements like access control lists 
and privileged accounts is not the 
end attackers are seeking, it does 
provide them with pathways to 
such valuable assets as customer 
information, intellectual property 
or operating data that can be held 
for ransom. 

This report outlines the attack 
trends as seen through the lens 
of Attivo Networks, explores the 
findings of CyberRisk Alliance 
Business Intelligence’s State of 
Ransomware: Invest Now or Pay 
Later study, and offers guidance to 
help security teams better protect 
against AD exploits.

Ransomware landscape
Starting the day staring at a screen 
taken over by a giant lock, skull, 
and crossbones or simply the word 
“ransom” is the stuff of nightmares 
for IT and security teams. 
According to the survey CyberRisk 
Alliance Business Intelligence 
conducted in January 2022 
among 300 IT and cybersecurity 
decision-makers and influencers, 
that day arrived for nearly half of 
respondents within the last two 
years.

“With implementation of multi-
factor authentication, companies 
think they are protecting against 
access by unauthorized individuals. 
But many companies have closed 
the front door while leaving the 
windows wide open,” says Carolyn 
Crandall, Attivo Networks’ chief 
security advocate. For optimal 
protection, businesses must also 
protect identity credentials, 
privileges, and the systems that 
manage them.

You might think only 
organizations that have deep 
pockets are ransomware targets. 
While they are certainly the ones 

that make the news, ransomware as 
a service (RaaS) has made advanced 
ransomware tools available as a 
subscription to anyone who has 
a credit card — or less traceable 
cryptocurrency.

The result is that any company 
with AD is scanned for 
vulnerabilities. Gone are the days 
when a strong knowledge in coding 
was required, now even a novice 
hacker can execute a sophisticated 
attack.

RaaS providers receive a 
percentage of any ransom paid – 
and their business wants a cut of 
yours.

Five years ago, Microsoft 
estimated that there were 95 
million daily attacks against AD, 
but with today’s increased attack 
surface due to remote work and 
cloud applications, it is likely far 
more than that. Indeed, 95% of 
ransomware attacks involved AD, 
according to CyberRisk Alliance’s 
study. If your company has more 
than 50 people, you are in the 
sights of these attackers.

The impacts of ransomware 
are many and costly. Inevitably, 

For years, Microsoft 
Active Directory 
(AD) has been a 

prime target for attackers 
looking to access high-
value enterprise resources. 
But protecting AD has not 
been a top priority for most 
enterprise security teams. 
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your business is disrupted, loses 
productivity, and loses money 
(regardless of whether a ransom 
is paid). You can also suffer 
irreparable harm to your business 
reputation and face lawsuits and 
regulatory fines.

Key findings from the study:
• Many companies are victims. In 

the last two years, 43% of 
respondents suffered at least 
one ransomware attack. Of 
those, 58% paid a ransom, 
29% found their stolen data 
on the dark web, and 45% 
suffered financial losses.

• Security is underfunded. More than a 
third of respondents (37%) said 
they lack an adequate security 
budget, and about a third 
(31%) believe they’re powerless 
to prevent ransomware attacks.

• Attacks occurred largely off-premises. 
Remote workers and cloud 
platforms/apps were the three 
most common attack vectors 
(about one third each), but 
trusted third parties, supply 

chain vendors, and DNS were 
substantial.

• Attackers look for vulnerabilities. The 
largest initial vector was an 
exploitable vulnerability (63%), 
followed by privilege escalation 
(34%), credential exfiltration 
(32%), and traversing mapped 
shares (32%).

• Companies have big worries. Most 
respondents fear losing access 
to their sensitive data, stolen 
data being sold on the dark 
web, and ransomware gangs 
gaining privileged access and/
or controlling directory services 
like AD.

• Security spending is increasing. Most 
companies (62%) are increasing 
ransomware protection 
spending this year.

“Our research confirms 
ransomware is still a big problem 
and cyber insurance is not the 
answer. Organizations will 
need to spend more to address 
ransomware in 2022, this includes 
understanding the techniques 

attackers are using and how 
vulnerable identity and other 
infrastructure systems are,” says 
Matt Alderman, EVP of Business 
Intelligence at CyberRisk Alliance

How has extensive remote work 
impacted AD security?
The worldwide pandemic 
accelerated a move toward cloud 
storage and remote work, which 
expanded attack surface potential. 
As a result of the prevalence of 
attacks on identity combined 
with these trends, companies 
have realized that they needed to 
increase spending on AD security, 
according to a recent EMA report 
on the rise of active directory 
exploits.

Who are the ransomware attackers 
and who do they target?
As mentioned earlier, the 
ransomware business is complex. 
Where gangs used to develop 
malware and conduct the attacks, 
a tiered business model has 

“With implementation of multi-factor authentication, 
companies think they are protecting against access by 
unauthorized individuals. But many companies have 
closed the front door while leaving the windows wide 
open. For optimal protection, businesses must also 
protect identity credentials, privileges, and the systems 
that manage them.” 

– Carolyn Crandall, Attivo Networks’ chief security advocate
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evolved. Criminal organizations 
develop ransomware and sell it as 
a service to other groups, taking a 
percentage of the paid ransom.

Attacks take many forms. 
Attackers look for known 
vulnerabilities and attack almost 
any organization that has one as a 
target of opportunity. They send 
mass phishing attacks and wait 
for the responses that will let them 
encrypt and lock data. Another 
tactic is to target specific people 
who have access to critical systems 
or data, which is known as spear 
phishing.

Why is AD so commonly part of 
ransomware attacks?
AD is a big target simply because 
it is used to manage identity access 
to systems in almost all companies 
with more than 50 employees, 
according to Crandall.

“If Active Directory becomes 
compromised, an attacker could 
modify the directory service 
database and security settings, 
which can prevent users from 
accessing information, while 

allowing back doors to be installed 
and malware or ransomware to 
be distributed,” Crandall says. 
“The identities themselves are 
not necessarily the end goal, but 
those identities are the keys that 
provide access to a company’s most 
valuable data and privileges for 
domain control.”

How AD works
Microsoft’s Active Directory 
Domain Services (AD DS) is a 
database that stores information 
about accounts, such as usernames, 
passwords, and permissions, and 
lets others who are authorized 
on the same network access this 
information. Administrators use 
AD to manage shared resources, 
such as servers, volumes, and 
printers across the company.

A global catalog lets users and 
administrators locate directory 
information regardless of which 
domain in the directory contains 
the data.

When logging on with 
administrator-level access, that 
user can manage directory data 

and organization throughout 
their network. Administrators set 
security by policy, which allows 
them to group security rules 
for those with similar roles and 
responsibilities. These policies 
can be layered, allowing for some 
parts of the organization to have 
different access than other parts 
of the organization, even when 
the job roles and responsibilities 
might be the same. For example, 
an administrator might create a 
policy for all marketing users, then 
create a policy that restricts their 
data access to their location. The 
French marketing group might only 
have access to data in the French 
site and not data from the German 
marketing group.

AD includes a service that 
replicates data across a network. 
All domain controllers in a domain 
contain a copy of all directory 
information. Changes to directory 
data are replicated across the 
domain, whether on-premises or in 
the cloud.

While this central access is easy 
to use for system administrators, 

“Our research confirms ransomware is still a big 
problem and cyber insurance is not the answer. 
Organizations will need to spend more to address 
ransomware in 2022, this includes understanding the 
techniques attackers are using and how vulnerable 
identity and other infrastructure systems are.”  
   – Matt Alderman, EVP of Business Intelligence at CyberRisk Alliance
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the vulnerabilities are clear. 
Gaining administrator access to 
AD is like having a master key to 
all your company’s data.

How can an attacker obtain AD 
administrator access?
AD has been around for more 
than two decades, debuting 
with Windows 2000. It was 
built to simplify administration 
through centralized user and 
rights management. This central 
management was intended to 
improve security, but it has aged 
along with many of the companies 
using it.

User account management
As upgrades have occurred, legacy 
policies and security structure 
come along for the ride. Without 
careful evaluation over time, 
security policies might allow far 
more access than users require. 
As people change roles in an 
organization, users are often 
assigned additional privileges that 
are required for their new roles, 
while often leaving unnecessary 
privileges from old roles. 

The migration to cloud 
operations has also amplified 
the issues with overprovisioning. 
Research has found that in both 
AWS and Azure environments that 
more than 90% of identities use 
less than 2% of the permissions 
they are granted. This unnecessary 
access represents potential areas 
of exploitation if an attacker 
penetrates a system.

Accounts should be deleted as 
common practice when someone 

leaves the company. Those 
accounts, and their permissions, 
are prone to exploit, particularly 
in this time of widespread remote 
access for users. Businesses should 
also continually monitor endpoints 
for stored AD administrator 
credentials, deactivated MFA, 
duplicate and orphaned credentials, 
and dangerous delegations such as 
shadow admins. Removing these 
attack paths will reduce the attack 
surface and overall risks.

System default accounts
Along with the primary 
vulnerability of the wide access 
that your specified system 
administrator accounts have, AD 
creates a default administrator 
account automatically. Because it is 
known that default administrator 
accounts are created automatically 
in all installations — and have 
full access — those default 
accounts can represent a target for 
exploitation. The default account 
cannot be deleted, but you can 
rename or disable it.

If access is obtained from any 
endpoint in your organization, 
attackers are on the move to get to 
that known default administrator 
account or other accounts with 
administrator access.

Another account that is created 
automatically is the guest account, 
which is disabled by default. If it is 
enabled for convenience to allow 
access for an occasional user, by 
default it does not have a password 
assigned to it. Without changing 
this to a strong password, this 
account represents a security risk 

due to its anonymous nature. If 
the guest account is enabled with 
no password, a user could shut 
down the system and gain access 
to the computer during shut down 
or startup. In the process, an 
attacker may be able to view and 
manipulate event logs.

Using existing AD tools
Regardless of how an attacker 
gains identity credentials (often, 
but not always, through phishing), 
the next step is to use the tools 
Microsoft has built into AD for 
administrative convenience. This 
lets them navigate through your 
system with ease if you are not 
aware of these vulnerabilities 
and taking active measures to 
block them. Due to the central 
management of company systems 
and data, wherever it is stored, 
gaining administrator access is the 
key that a ransomware attacker 
needs to paralyze your business.

What protection does Microsoft 
offer for AD?
Given that Microsoft designed 
AD in part to simplify security 
management, Microsoft does offer 
features that are designed to help 
you — after an attack. AD does 
not have a mechanism to protect 
your systems during attacker 
discovery or against attacks when 
they are underway. In fact, the 
recently released Lockbit 2.0 RaaS 
is a pre-packaged toolkit that lets 
attackers replicate ransomware 
across a domain from any domain 
controller — no scripts required.

Microsoft Defender for Identity, 
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formerly called Azure Advanced 
Threat Protection, is offered at 
additional cost. Its tools can help 
IT and security teams identify 
AD risks, help assess and assign 
appropriate permissions policies, 
provide faster detection and 
remediation of attacks, and 
provide visibility into permission 
gaps. However, it lacks automated 
collection and correlation of risky 
exposures and does nothing to 
protect against live attacks.

“It’s important to look for 
attackers intending to leverage 
AD early in the attack process. 
This discovery includes detecting 
unauthorized access, being able 
to see indicators of attack such as 
active changes, password changes, 
DCShadow, DCSync and other 
high-risk live attacks such as 

Kerberos Golden Ticket or skeleton 
key attacks. Microsoft’s tools, even 
the ones provided at extra cost, 
are just not enough and lack the 
automated visibility and detection 
to prevent and derail these 
attacks.”

Is protecting endpoints enough?
Protecting endpoints is a good and 
necessary first step, but alone, it 
is not enough. Endpoint security 
can ensure that a good number of 
common attacks, such as pass-the-
hash and pass-the-ticket attacks 
and forged tickets are blocked. 
That is important because those 
attacks are difficult to detect if 
they breach the system. Endpoint 
security can alert for attempts to 
discover account, computer, or 
permissions reconnaissance along 

with suspicious password changes.
For example, Attivo Networks 

endpoint software, ADSecure, 
catches attackers before they do 
harm by detecting unauthorized 
queries and suspicious behavior, 
preventing enumeration and 
exploitation of AD. In addition to 
preventing the attacks, ADSecure 
hides accounts, computers, and 
groups of users, and inserts fake 
information to misdirect attackers 
away from high-value targets. To 
further confuse and engage an 
attacker, it can hide a real AD 
Domain Controller, Exchange, 
or IIS Web Server with a decoy 
version to distract an attacker, and 
also generate decoy AD credentials 
and Kerberos tickets to trick their 
tools and lead the attacker astray. 
False DNS entries and registry 

ExpertFocus

“It’s important to look for attackers intending to 
leverage AD early in the attack process. This discovery 
includes detecting unauthorized access, being able 
to see indicators of attack such as active changes, 
password changes, DCShadow, DCSync and other 
high-risk live attacks such as Kerberos Golden Ticket 
or skeleton key attacks. Microsoft’s tools, even the 
ones provided at extra cost, are just not enough and 
lack the automated visibility and detection to prevent 
and derail these attacks.”
                       – Carolyn Crandall, Attivo Networks’ chief security advocate
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settings provide lures as well.
“Concealment is a powerful 

addition to identity security 
controls,” Crandall said, “by 
hiding credentials, AD objects, and 
data that attackers seek to steal or 
encrypt, their attack actions can 
be detected and derailed early in 
the attack cycle, while protecting 
production assets.”

Many modern endpoints are 
difficult to secure, such as those 
for IoT (Internet of Things) and 
OT (Operational Technology). 
Some Tactics, Techniques, and 
Procedures (TTP) can evade an 
Endpoint Detection and Response 
(EDR) system, and once there is 
an incursion, without the right 
tools, lateral movement can be 
very difficult to detect. Once in 
the system, the same tools that 
provide ease of use for a system 
administrator and authorized users 
let an attacker live off the land — 
using the built-in tools to work 
their way through the system —  
often without leaving a trace in the 
logs as they find ways to escalate 
their privileges.

With identity credentials being 
used in 90% of attacks, EDR and 
EPP (Endpoint Protection Platform) 
don’t work in these attacks, and 
some attacks involving identity 
don’t occur at the endpoint.

Is protecting the network enough?
Layers of defense are critical to 
AD security. In-line detection 
in a network can protect once 
an endpoint is compromised 
by detecting unauthorized 
queries, massive enumeration 

attempts, vulnerabilities, and 
misconfigurations.

For example, while Attivo 
Networks ADAssessor is 
installed on only one endpoint, it 
continuously assesses AD to detect 
and report on attack indicators 
and potential threats. ADSecure 
for Domain Controller adds deep 
packet inspection, log analysis, and 
behavioral correlation for detecting 
attacks at the Domain Controller 
level. ADASecure at the endpoints 
provides attack detection, but also 
prevents theft of real credentials 
and network infrastructure by 
substituting decoy versions that 
can lure the attacker away from 
your valuable data assets to a place 
where you can observe and collect 
data on them. 

How can my company prevent and 
identify attacks on AD?
You can — and should — prevent 
and identify attacks on AD by 
using a combination of planning, 
processes, and tools. “The first step 
is to improve visibility into how 
attackers can leverage credentials 
and overprovisioning to gain the 
privileges they need. The next step 
is to gain continuous visibility to 
exposures and vulnerabilities within 
AD that attackers could leverage. 
The third step is to add in detection 
for unauthorized queries, indicators 
or attack, and live attack detection 
on domain controllers. These steps 
will provide layers of defense for 
protecting your directory services 
environment in the most optimal 
way.”

Planning
Microsoft offers advice for Best 
Practices for Securing Active 
Directory. These guidelines 
center around improving the 
hygiene practices around AD 
and monitoring for signs of 
compromise. The burden of 
following these guidelines falls 
on IT and security personnel with 
varying degrees of experience and 
training. Monitoring logs does 
not work well when many attacks 
don’t leave traces in a log, leading 
to potential extended periods of 
time when an attacker can lurk 
undetected in a system. When 
personnel do not have a perfect 
understanding of the guidelines, 
they might unwittingly introduce a 
new path for an attack.

Maintaining an inventory of 
accounts and the privileges and 
access each have can help identify 
where privileges might be set too 
high. The concept of least privilege 
should be applied universally, 
and all accounts and privileges 
should be reviewed regularly. There 
are also situations when risks 
need to be taken for maintaining 
operations. Here, planning should 
include how layers of detection 
can be applied to quickly catch 
suspicious or nefarious activities.

Processes
Account maintenance is part of 
securing AD. Auditing, whether you 
are in a highly regulated industry 
or not, just makes sense. Verify 
any account that is privileged and 
ensure that they are limited in 
number. Verify that your password 
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policy is adequate and that you 
are actively monitoring default 
accounts and for policy drift in AD.

Tools
Don’t rely solely on overworked 
security and IT team members to 
catch everything manually when 
there are tools that can detect 
and prevent attacks automatically 
on both endpoints and Domain 
Controllers. Save the manual 
work for processes that must 

be performed that way, such as 
forming and updating the processes 
that increase your AD hygiene.

“Identity security has become 
the first pillar in the CISA Zero 
Trust for a reason. Identities 
are highly sought after for the 
privileges and access they grant. In 
today’s cybersecurity landscape it 
is critical to invest in the protection 
of identities, Crandall said. “Also, 
as you look at the future of 
XDR (Extended Detection and 

Response), no XDR solution is 
complete without the inclusion of  
ITDR (Identity Threat Detection 
and Response),” Crandall said.

For detailed information on 
protecting AD, Attivo offers 
an Active Directory Protection 
Checklist and a free assessment 
to help evaluate your AD security 
procedures to identify risks and 
gaps. n  
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Attivo Networks®, the leader in identity detection and 
response, delivers a superior defense for preventing 
privilege escalation and lateral movement threat activity. 
Customers worldwide rely on the ThreatDefend® Platform 
for unprecedented visibility to risks, attack surface 
reduction, and attack detection. The portfolio provides 
patented innovative defenses at critical points of attack, 
including at endpoints, in Active Directory, and cloud 
environments. Attivo has 150+ awards for technology 
innovation and leadership. 

For more information, visit www.attivonetworks.com
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