CASE STUDY

REAL ESTATE INVESTMENT TRUST CHOOSES ATTIVO
NETWORKS TO PROVIDE IN-NETWORK THREAT DETECTION

ORGANIZATION
A real-estate investment trust focused on dormitory housing.

SITUATION
The Trust’s CISO was familiar with deception technology and what it could do for their environment but was convinced that free and open
source (FOSS) offerings and FOSS based commercial solutions could satisfy their needs. After discussions with Attivo’s team and a product
demonstration, the CISO’s opinion was swayed. The solutions easy of use and accuracy led them to the conclusion that the ThreatDefend
platform would provide superior performance at a competitive price.

SOLUTION
The Attivo Networks® ThreatDefend™ platform delivered the in-network threat detection that the Trust needed for their environment. The Attivo
Networks solution was also easy to deploy, easy to manage, and easy to scale into their remote locations, without adding additional overhead to
their small cybersecurity team.

ATTIVO NETWORKS PRODUCTS
With a focus on detection across their environment, the installation started with a virtual
BOTsink® server to provide decoys, and ThreatDirect™ to allow them to project decoys
seamlessly into their remote locations. The Trust also included the ThreatStrike™ solution
to place deception credentials and other deceptive assets on the endpoints throughout the
organization, and ThreatPath to identify potential credential access threats across
the enterprise.

"Our existing security
tools would never
have seen this."

IMMEDIATE VALUE
Within minutes of their initial deployment, the information security team noticed a connection to a decoy on an internal management network
from an external source. This quickly led to discovering a legacy firewall misconfiguration which they were able to rapidly remediate. Attivo’s
ThreatDefend platform quickly and decisively demonstrated its effectiveness and validated the need for early threat detection.

ABOUT ATTIVO NETWORKS®
Attivo Networks®, the leader in deception technology, provides an active defense for early detection, forensics, and automated incident
response to in network attacks. The Attivo ThreatDefend Deception Platform offers comprehensive and accurate threat detection for user
networks, data centers, clouds, and a wide variety of specialized attack surfaces. A deception fabric of network, endpoint, application, and data
deceptions efficiently misdirect and reveal attacks from all threat vectors. Advanced machine-learning simplifies deployment and operations for
organizations of all sizes. Automated attack analysis, forensics, actionable alerts, and native integrations accelerate and streamline incident
response. The company has won over 90 awards for its technology innovation and leadership.
www.attivonetworks.com
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