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Survey Report: Need for Visibility and Efficiency Drives 
Rapid Shift to Detection
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Abstract
As cyber-attacks continually increase in complexity and effectiveness, security teams and technology 
providers are constantly reminded of the need to stay one step ahead of attackers. The purpose of this 
study is to gain valuable insight into how security experts are staying ahead of attackers and how, if any, 
changes in security spending are affecting their ability to do so. This study, sponsored by Attivo Networks, 
surveyed security professionals representing a diverse set of industries, including financial services, 
healthcare, telecommunications, retail, manufacturing, hospitality, and education, as well as a wide 
spectrum of sizes measured by both revenue and number of employees. The results of the survey indicate 
that security professionals are experiencing a significant shift in security budgets from prevention devices to 
detection devices. 
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Executive Summary
Forrest W. Anderson Research was commissioned to conduct a survey for Attivo Networks in October and 
November of 2016 during IANS conferences in Boston, Philadelphia, Atlanta and Los Angeles to determine 
any change in the budgeting for detection versus prevention security solutions from 2015.  Security 
executives representing more than seven industry sectors in the U.S. attended presentations given by Attivo 
during the conference and were asked to fill out surveys. A total of 183 respondents completed the survey. 

The results indicated that security funding for detection solutions has shifted and it is rising at a much faster 
rate than previously seen.  In fact, there was a dramatic shift to a fifty-fifty budget split between protection 
and deception security protection.  

A strong majority, (73.1%) of those surveyed feel they are at risk of a security breach with only half (51.9%) 
believing their security defenses are reliably stopping threats from getting into their networks.  More than 
two-thirds (70.3%) shared that they are more concerned about in-network threat detection than in 2015.  
These numbers suggest that more companies are adopting a security posture that assumes a breach and 
are now looking to add security tools that provide better visibility into in-network threats and post infection 
detection and response.

Detecting in-network threats can be challenging because of limited visibility, the complexity and resource 
intensity of correlating attack information and incident response. Alert fatigue is also a common challenge 
driven by many detection solutions that generate more alerts than security teams can address. 

The most common cited issues were:   

• Limited resources to respond.  In fact, 65.2% indicated they agreed (42%) or strongly agreed (23.2%) 
with this.

• Correlating attack information and activity accurately is too resource intensive (59.2%)
• Too many false positives (52.2%)
• Lack of visibility to threats inside their network (54.5%)

Key motivators for shifting budget to detection solutions include early visibility to in-network threats or 
misconfigurations that could lead to a breach (68.5%); followed by automated attack correlation for 
resource efficiency (55.1%), automated blocking and quarantine of attacks of accelerated incident 
response (42.7%), and the elimination of false positives for accuracy and incident response efficiency 
(42.1%).

The survey went on to explore the challenges faced by organizations implementing detection as a security 
solution, which included more logs and data to manage (63.4%), the number of false positives generated 
(48.3%), lack of trained resources (46.5%), too complex or time consuming to manage (39.5%), more tools to 
manage (34.3%) and lack of budget (33.1%). 
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The concept of deception-based threat detection was introduced in the survey and of the respondents 
looking for new detection solutions, 60% agreed and 11% strongly agreed, that they would consider 
deception-based detection for in-network threats. 

The survey respondents, were polled from a wide spectrum of industries including financial services, 
healthcare, telecom, retail, manufacturing, hospitality and education.  A roughly a third (30.5%) were from 
companies with more than 50,000 employees and two thirds (66.3%) from companies with more than $100 
million in revenue.

Findings

Breaches and Threats
A strong majority, (73.1%) of those surveyed feel they are at risk of a security breach with only half (51.9%) 
believing their security defenses are reliably stopping threats from getting into their networks.  More than 
two-thirds (70.3%) shared that they are more concerned about in-network threat detection than in 2015.  
These numbers show that more companies are adopting a security posture that assumes a breach and 
are now looking to add security tools that provide better visibility into in-network threats and post infection 
detection and response.

Deception has been recognized by analyst organizations as the most effective 
method for detecting advanced in-network threats and as a recommended top 

security initiative.
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What percentage of your budget is spent on prevention vs detection? 
Survey results indicated that security funding for detection solutions has shifted and they are rising at a much 
faster rate than previously seen.  In fact, there was a dramatic shift to a fifty-fifty split between protection 
and detection security protection.  These findings are reinforced by the information tracked by the Identity 
Theft Resource Center (ITRC) which recorded 980 reported breaches from January 1 through December 
13, 2016.  The number of U.S. data breaches tracked in 2015 totaled 781 and had been the second highest 
year on record since the ITRC began tracking breaches in 2005. These data-points appear to indicate that 
breaches are in fact increasing annually versus Declining, and that a shift in quickly detecting threats before 
they become a breach will be a critical requirement for security infrastructure in 2017.

Prevention Spending

Detection Spending
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Is your detection budget greater than, equal to or less than it was last year?
55.69 % of respondents indicated that their detection budgets increased over the prior year and 34.13% 
stated that their budgets remained the same. Only 10% saw a decrease in their detection budgets. Based 
on discussions with industry analysts and enterprise organizations, there appears to be trends in migrating 
budgets from stand-a-lone Intrusion Detection and Intrusion Protection Systems (IDS/IPS) to Next-generation 
Firewalls, which contain the same functionality but reduce the expense of maintaining separate devices.  
The savings from this consolidation are said to be being applied to budgets for advanced threat detection. 
Advanced threats include zero-day, insider, third-party, and credential based attacks, which are renowned 
for evading traditional prevention systems. 

It is challenging to detect in-network threats because:
Challenges faced by organizations implementing detection as a security solution included more logs 
and data to manage (63.4%), the number of false positives generated (48.3%), lack of trained resources 
(46.5%), too complex or time consuming to manage (39.5%), more tools to manage (34.3%) and lack of 
budget (33.1%).  As organizations seek visibility and the ability to detect in-network threats, they become 
overwhelmed by the amounts of uncorrelated data that must be processed to find the “needle in the 
haystack”.  The end-result is that uncorrelated events appear benign and many alerts remain unaddressed. 
There is also extensive training required, compounded by a skills shortage that leave events unaddressed 
and opportunity for today’s advanced attackers. 
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My ability to respond to incidents would improve if I had: 
Survey respondents shared that early visibility into threats and misconfigurations (68.5) and automated 
attack correlation (55.06%) as two key areas that would improve their ability to quickly detect and respond 
to incidents. This was closely followed by automated blocking and quarantine of attacks (42.7%) and 
elimination of false positives (42.13%).  Early visibility into threats topped the challenges listed and remains 
aligns with the trend in detection technology investment. Insider threats, stolen credential, and zero-day or 
unknown attacks continue to be threat vectors that prove they can consistently evade prevention systems. 
Detecting the lateral movement of these threats within networks and the correlation of individual events, 
the second most cited challenge, continue to create exposure as real threats run undetected or get lost 
in an oversaturation of false-positives or logs that appear benign. The challenge of efficiently responding 
to incidents continues to be a high-level concern. As such, has driven a focus in attack information sharing 
and the emergence of new technologies to improve threat response orchestration and create repeatable 
processes that can be applied in attack response playbooks. Integrations between detection technology 
and end-point and network access control vendors have also grown in demand as companies seek to 
be able to automatically quarantine and isolation of infected end-points that have presented with high-
severity infections.

The results indicated that security funding for detection solutions 
has shifted and it is rising at a much faster rate than previously 

seen.  In fact, there was a dramatic shift to a fifty-fifty budget split 
between protection and deception security protection.  
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The top challenges I face in implementing detection as a security solution are: 
The survey explored the challenges faced by organizations implementing detection as a security solution, 
which included more logs and data to manage (63.4%), the number of false positives generated (48.3%), 
lack of trained resources (46.5%), too complex or time consuming to manage (39.5%), more tools to 
manage (34.3%) and lack of budget (33.1%). Detection techniques such SIEM analysis, network monitoring, 
database look up, and big data analytics have been amongst the initial technologies used to try to identify 
threats inside the network. As confirmed by survey respondents, the addition of these tools has generated 
a substantial amount of new data and logs that lack the clarity to react and require highly skilled resources 
to manage. These tools also tend to generate a high volume of false positives since they take time to 
learn and get good. They also rely heavily on trying to pattern match anomalous behavior and events 
to determine if the event is of concern. Not surprisingly, the lack of trained resources to operate these 
tools, compounded by the time required to operate and manage them presented as the third and fourth 
greatest concerns.

Companies are adopting a security posture that assumes a breach 
and are now looking to add security tools that provide better visibility 

into in-network threats and post infection detection and response.
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Please tell us how much you agree or disagree with the following statement.
The concept of deception-based threat detection was introduced in the survey and of the respondents 
looking for new detection solutions, 60% agree, 11% strongly agreed, that they would consider deception-
based detection for in-network threats. Deception has been recognized by analyst organizations such as 
Gartner, Inc. as the most effective method for detecting advanced in-network threats and in 2015 and 2016 
as a recommended top security initiative. The latest generation of deception technologies are establishing 
their presence within enterprise organizations as part of an adaptive defense. The solution’s ability to add 
early visibility, accurate alerting, accelerated incident response, and vulnerability insights that enable a 
predictive defense are earning them a spot in a company’s security infrastructure across verticals and 
organizations of all sizes.

A strong majority feel they are at risk of a security breach 
with and half believe their security defenses are not reliably 

stopping threats from getting into their networks.  
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Conclusion
The results of the survey clearly indicate that there is a definitive shift in security budgets toward  a balance 
of prevention and detection.  This movement is happening at a much faster pace than previously 
forecasted.  A number of analyst firms have indicated that this balance would be closer to 70/30 in 2017 
and would take several more years to hit 60/40.  The swift change can be attributed to the recognition that 
the steady rise in the number of breaches seen over the past two years are an indication that prevention 
solutions alone aren’t working and much more attention needs to be placed on post-infection detection 
solutions.  

There are challenges to detecting in-network threats that are covered in the survey and insights into how 
incident response can improve through the benefits of detection solutions.  Modern detection solutions are 
entering the market and are incorporating tools to meet these challenges and assist with more accurate 
detection and more efficient incident response.  New approaches such as deception technology are 
also demonstrating that they can eliminate many of the top challenges security executives face in 
implementing detection as a security solution. Deception-based detection appears to be catching the 
interest of organizations and with over 60% indicating they would consider deception-based detection for 
in-network threats.

Attivo Networks will continue to track additional changes in the budget and the speed of adoption and 
implementation of detection security solutions. More information on deception technology can be found at 
www.attivonetworks.com and customer case studies and videos can be found at  
www.attivonetworks.com/resources.


