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Healthcare organizations have become attractive targets for malicious attackers due to the high value of personal 
medical data they possess and a need for uninterrupted operations. They are also highly vulnerable to attacks due to 
complicated factors such as a broad diversity of workers, the need for on-demand access to information, and having 
to protect legacy medical devices that lack robust security features. Today’s security perimeter solutions are no 
longer adequate to prevent attackers from accessing patient data and other confidential information.

This paper guides healthcare organizations in how to address the ever-increasing challenge of defending themselves 
and how, through the introduction of deception technology, they can dramatically increase the speed to uncover 
attackers inside the network, gather adversarial intelligence, and establish proactive defenses against future 
attacks. Topics include techniques to detect attacks that target patient records, protecting information stored in 
data centers, and securing networks containing medical Internet of Things (IoT) devices. 

THE STATE OF HEALTHCARE SECURITY
During the past few years, attackers have successfully caused data breaches at high-profile healthcare organizations that 
serve millions of individuals. Healthcare companies are required to disclose significant data breaches publicly, and there have 
been hundreds of such disclosures in recent years. The HIPAA Journal reported an upward trend in healthcare breach data since 
HHS began publishing summaries of such breaches in October 2009, which now average a report a day1. 
 
The healthcare industry faces many challenges when it comes to protecting sensitive data:

• The financial rewards for stolen information are high – 
healthcare-related records sells at a premium in dark web 
forums, as much as $1000 each, due to the amount of 
personal data contained within, including date of birth,  
credit card information, Social Security Number, address, 
and email2.

• Healthcare is one of the most complex environments to 
secure given the broad range of medical devices and IT 
infrastructure that coexist in their facilities.

• Attackers increasingly target medical IoT devices to use 
as beachheads in an attack, as they are vulnerable to 
compromise due to the challenges of keeping the software 
up to date.

• Attackers leverage ransomware to deny healthcare 
organizations access to critical data unless they pay, 
annually costing the industry millions of dollars and 
endangering patient care. 

Despite the industry’s best efforts and awareness that cybersecurity is vital to maintaining adequate patient care, attackers 
have continually demonstrated their ability to breach defenses and cause significant damage. Whether it is an insider, an 
external attacker, ransomware, or equipment infected at the factory, attackers inside the network pose a risk that some 
organizations are addressing with deception technology. 
 
 

1 https://www.hipaajournal.com/healthcare-data-breach-statistics/
2 https://www.beckershospitalreview.com/cybersecurity/patient-medical-records-sell-for-1k-on-dark-web.html
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HEALTHCARE THREAT DETECTION WITH DECEPTION TECHNOLOGY
Healthcare organizations are increasingly adopting innovative solutions to defend against attackers who successfully infiltrate 
the network.  Deception technology is one of the solutions being rapidly adopted, driven by its simplicity, ease of use, and ability 
to complement security solutions already in place. It disrupts and derails attackers, shifting the asymmetry in the direction of 
the defenders. 

Instead of using typical approaches to identify abnormal behavior, a deception platform distributes decoys and lures throughout 
the network, creating an extensive minefield that works to misdirect attackers.  Any touch of a deception asset provides 
engagement-based alerts with relevant forensic data, virtually eliminating false positives and increasing the incident responder’s 
ability to address a compromise with confidence.  

Deception technology offers many benefits for security teams: 

• Reveals attackers when they look for high-value in-
network assets and services

• Reduces attack detection times by accurately identifying 
attack activities early in the attack chain

• Alerts with low false-positive rates to enable the security 
team to respond to incidents confidently

• Captures actionable indicators of compromise by 
collecting and analyzing all attack-related data

• Records all attack activity to give analysts the evidence 
needed to understand tactics, techniques, procedures, and 
objectives

• Correlate attack activity by source for faster analysis
• Provides lateral attack path awareness based on stored  

credentials and misconfigurations that allow attacker  
lateral movement between systems 

ADDRESSING THE SECURITY CHALLENGES IN HEALTHCARE
Whether it is a healthcare organization, a hospital, an insurance or pharmaceutical company, there is a critical 
need-to-know if an attack results in exposed or exfiltrated sensitive data. Healthcare organizations have increased 
information security as a business priority, but those in the industry know that there are still many vulnerabilities in 
their network infrastructure that they have not adequately addressed

• Organizations use many different technologies to secure their environments, which is not only costly but also 
complex to manage.

• Technologies traditionally used to detect attackers generate a large number of alerts and false positives, making 
it almost impossible for many healthcare organizations to react quickly and accurately to incidents in time to 
prevent damage. Most breaches take months to discover3.

• Healthcare organizations have a difficult time detecting and identifying attackers inside the network.

3	 https://www.fireeye.com/current-threats/annual-threat-report/mtrends.html

DEFENDIN G ACTIVE DIRECTORY
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According to the 2018 Ponemon Cost of a Data Breach report, healthcare organizations sit near the top when 
comparing across industries how long it takes to identify and contain data breaches4.

Due to the level of concern and sensitivity within 
healthcare organizations to data breaches, many have 
adopted an “assumed breach” posture where they 
approach their security strategy with the assumption that 
attackers are already inside the network. By embracing 
this strategy, organizations have reexamined their 
security approach and now looking to a mix of detection 
and response solutions to identify attackers quickly. 
Among such solutions, deception technology is gaining 
widespread adoption for real-time detection of and 
collecting adversarial intelligence.

DEFENDING AGAINST THE ATTACKER ALREADY INSIDE
Many healthcare organizations have a robust security perimeter built on firewalls, Intrusion Detection or Prevention 
Systems (IDS/IPS), proxies, and endpoint security solutions. However, even best-of-breed security solutions cannot 
reliably detect attackers already inside the network. Contemporary attacks use many methods to infiltrate an endpoint 
and spread to other systems in the network. Whether scanning for systems, ports, and services; querying Active 
Directory (AD) for system and user accounts; stealing and reusing credentials; accessing network-connected systems 
and file shares; or conducting Man-in-the-Middle activities, attackers have opportunities to advance their attacks once 
they establish a foothold.

Often organizations lack the visibility to detect and identify attackers already in the network, whether it is an attacker 
from outside the perimeter or an insider with existing access. Traditional security solutions are often based on known 
attack signatures, database lookups, or behavioral pattern matching and are not designed to detect in-network 
threats, such as scans looking for available systems and services.  

While there are Identity and Access Management 
solutions that can detect unauthorized login and 
access activity, they may not identify attackers who 
steal valid credentials and behave “normally” within 
the access parameters of the original user, such as 
accessing file shares mapped to the endpoint. Security 
teams may overlook attackers querying  
AD from a compromised endpoint as this is a normal 
function of the Windows infrastructure to answer such 
activity from any member system. It is a challenge to 
detect Man-in-the-Middle activity, as they are local to 
a subnet and passive by nature. These activities allow 
attackers to find targets and move around inside the  
perimeter once they compromise a single system.   
 

4 https://www.ibm.com/downloads/cas/861MNWN2
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DECEPTION’S  F IT  IN  THE SEC URITY C ON TROL STACK

Accurately alerts on what other controls miss:

• Network Reconnaissance 

• Active Directory Reconnaissance

Early alerting when security controls fail

• Credential Harvesting

• Man-in-the-Middle Attack
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The ThreatDefend platform addresses these difficulties with a deception fabric that blankets the production 
infrastructure, detecting attackers quickly and accurately. The platform alerts on attacker engagement with a decoy 
or deception asset, not needing to rely on signatures or behavioral heuristics. This method of detection results in low 
false-positive rates and reduces alerting volumes to confirmed activity only.

ATTIVO NETWORKS SOLUTIONS FOR PROTECTING HEALTHCARE 
ORGANIZATIONS AND PATIENT RECORDS
The Attivo Networks ThreatDefend Detection and Response platform uses deception technology to deceive, detect, 
and defend against any attack vector. With the Attivo deception fabric interwoven throughout the entire network 
infrastructure, from user segments, data centers, cloud, specialized networks, or remote locations, healthcare 
organizations gain the in-network visibility to detect attacks in real-time.

Attivo	ThreatDefend	Benefits	for	Protecting	Healthcare	Organizations 
 
The ThreatDefend platform is an effective, efficient, and scalable way to detect attackers inside a healthcare 
organization’s entire network. The platform provides numerous benefits for a healthcare organization: 

• Provides an additional layer of security and visibility for the organization with real-time alerting for in-network 
attack activity

• Reduces detection times for successful attacks 

• Addresses the risks associated with identifying attacks across a variety of devices on the network

• Effectively detects attackers trying to steal credentials to access critical data or patient records

• Projects authentic, believable decoys built on real operating systems and services that organizations can 
customize to their environment

• Installs seamless and not-disruptively as an additive control to the current security infrastructure

• Gives visibility into stored credentials and misconfigurations that allow an attacker access to other connected 
systems

• Detects unauthorized AD queries and intercepts the response, hiding real results and inserting deceptive entries.

• Fully blankets the enterprise by making every endpoint part of the deception environment.

• Provides an easily usable, operational efficiency, scalable deployment with centralized management  
and administration

• Identifies attackers with low false-positive, evidence-backed alerts to improve security staff effectiveness to 
respond to actual incidents instead of investigating false alarms

• Helps healthcare organizations satisfy HIPAA privacy rules
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HOW THE ATTIVO NETWORKS DECEPTION SOLUTION WORKS 
 
The ThreatDefend platform is available as a physical, a virtual, or a native cloud appliance that deploys decoys, 
breadcrumbs, lures, and other deception across the entire enterprise. The platform is designed to fit seamlessly into 
an organization’s current security ecosystem. It provides a frictionless, scalable solution that enables healthcare 
organizations to add in-network visibility and detection into their security infrastructure in as little as one hour.  
The organization can customize the decoys to match an organization’s environment for extra authenticity.

Once installed, Attivo customers immediately benefit from: 
 
Active	Deception	that	Provides	Detection	Throughout	the	Attack	Lifecycle	and	Ability	to	 
Derail Attacks

• Project network decoys that are indistinguishable from production systems across the network luring attackers 
into revealing themselves as soon as they start to look for high-value assets

• Engage attackers that attempt to spread laterally inside the network, capturing all attack activity

• Immediately identify the source of an in-network attack

Endpoint Deception to protect the environment 

• Provides a customizable and non-intrusive endpoint deception solution realistically mimics production credentials 
and leads attackers to network decoys 

• Detects attackers attempting to steal credentials, extract account information from AD, or spread laterally to 
mapped shared drives 

• Makes every endpoint part of the deception environment

• Intercepts and adds deception to unauthorized AD queries while hiding real information.
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Reduces Attack Detection Time 

• Provides real-time attack detection by accurately identifying infected clients, including sleeper and time-
triggered agents, enabling security teams to remediate the attack before it can progress.

• Reduces false-positive rates and alert noise, and signals only occur when an attacker engages with a  
decoy asset

Threat	Intelligence	and	Analysis 

• Captures and analyzes actionable information, identifies the attack source, collects forensic evidence as the 
attack occurs, and records all data, including indicators of compromise (IoCs)

• Provides company specific threat intelligence by recording and analyzing all binaries that execute in the decoy 
environment, and outputs to a malware analysis report with data enhancements from threat intelligence 
integrations such as Webroot and VirusTotal

• Gathers and correlates attacker tactics, techniques, and procedures (TTPs) to understand the adversary better 
with analysis of the captured forensic evidence

• Provides a Threat Intelligence dashboard on all chronological attacker activity, downloads of forensic evidence, 
and systems the attacker can hop to from the attack source

• Exports the threat intelligence data through a variety of means such as Syslog, Mandiant IOC format, and  
CSV extracts

• Provides analysists with direct downloads to attack payload files, memory forensic captures, and network 
PCAPs for offline analysis

HEALTHCARE USE CASES EXAMPLES
Many healthcare organizations have a robust 
security perimeter built on firewalls, Intrusion 
Detection or Prevention Systems (IDS/IPS), 
proxies, and endpoint security solutions. 
However, even best-of-breed security solutions 
cannot reliably detect attackers already inside 
the network. Contemporary attacks use many 
methods to infiltrate an endpoint and spread to 
other systems in the network. Whether scanning 
for systems, ports, and services; querying Active 
Directory (AD) for system and user accounts; 
stealing and reusing credentials; accessing 
network-connected systems and file shares; 
or conducting Man-in-the-Middle activities, 
attackers have opportunities to advance their 
attacks once they establish a foothold.
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The ThreatDefend platform addresses many concerns facing healthcare organizations today. The examples below 
highlight some frequent use cases that customers have deployed the solution for, but it is by no means an  
exhaustive list:

• Medical Device Network Monitoring

• Regulatory Compliance Assistance

• Malicious Email Risk Management

• Ransomware Mitigation

• Guest Wi-Fi Misuse

Medical	Device	Network	Monitoring

Of paramount concern in the healthcare sector is the security of medical systems providing critical patient care (such 
as drug infusion pumps, patient monitors, x-ray scanners, etc.). These products often utilize embedded operating 
systems that, due to the nature of the application and FDA certification, are notoriously difficult to maintain patching.

Applying security patches often depends on equipment manufacturers and is outside the control of IT departments. 
This dependency makes these life-critical devices more vulnerable than typical endpoint devices, with limited options 
on the part of IT to address. The ThreatDefend platform helps defend these network segments from attacker activity.

The Attivo Solution 

1. By projecting ThreatDefend platform network decoys on the same subnets as medical devices, defenders can 
identify potential attacker activity during the reconnaissance phase and can lure them into engaging with the 
deception asset for quick detection and identification.

2. The platform can customize the services and applications within the decoy VMs to appear as specific medical 
devices, making them enticing targets for attacks. Running real operating systems and services creates an 
authentic environment that attracts attackers to engage in real-time.

3. Users can import manufacturer-provided medical device OS images (such as drug infusion pumps.) for the utmost 
authenticity. 

4. Creating fake credentials that lead to decoy systems and installing them on production assets provides visibility 
into attackers using stolen user accounts to access critical or sensitive data.

Regulatory	Compliance	Assistance 

All healthcare organizations must meet various healthcare regulatory compliance requirements to safeguard personal 
healthcare information. While many are familiar with HIPAA, of equal importance is the HITECH Act which provides 
statutory penalties for failing to comply with HIPAA. The ThreatDefend platform supports compliance with these 
regulations. 
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The Attivo Solution 

1. Projecting ThreatDefend network decoys on business subnets adds a layer of visibility to all potentially malicious 
lateral movement and scanning activity that can impact patient records and PHI.

2. By monitoring critical network segments and devices with decoys, a healthcare organization:

       a.  Provides an early warning capability should those subnets become compromised

       b.  Adds visibility that perimeter controls and other installed security measures are keeping these network areas        
           secure and compliant with appropriate regulations.

Malicious	Email	Risk	Management 

Phishing campaigns typically occur through fraudulent emails which pretend to be legitimate services or companies to 
lure individuals into providing sensitive information, or to click on a malicious link that downloads malware. Attackers 
can quickly infiltrate corporate networks and find ways to exfiltrate business data and confidential information 
through phishing campaigns. The ThreatDefend platform gives users a means of submitting suspicious emails directly 
from their mail client.

The Attivo Solution 

1. Users can send suspicious or malicious emails to the ThreatDefend platform’s built-in malware analysis sandbox 
which analyzes the email and executes any malicious attachments or follows links to download an executable 
payload.

2. The platform provides a malware analysis that includes data enrichment from integration partnerships with 
VirusTotal and Webroot.

Ransomware	Mitigation 

Healthcare organizations that fall victim to ransomware infections must either attempt to recover data from backups 
or pay the ransom to regain access to critical files or patient records. Often these infections come via email, and all it 
takes is a careless user mouse click to cause damage. The ThreatDefend Platform provides ransomware mitigation as 
part of its deception solution that quickly identifies and delays any network-aware malware attempting to spread to 
other systems.

The Attivo Solution 

1. Organizations can project network decoys with directory-sharing services, then map these fake network drives as 
hidden shares to endpoints.

2. As ransomware (or any attacker for that matter) accesses these shares as it attempts to spread, the deception 
platform generates an immediate alert.

3. As the ransomware encrypts the fake files in the share, the solution throttles the network connection and feeds 
the ransomware continuous decoy data to encrypt, thereby slowing its spread considerably and allowing security 
teams time to deal with the infection.
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Guest Wi-Fi Misuse 

Healthcare facilities are increasingly providing guest wi-fi access for their patients and visitors. While nominally 
separated from the production environment, any misconfiguration that allows cross-traffic from the guest network to 
the operational network can lead to a security compromise. Even with proper network segmentation, an attacker can 
leverage guest wi-fi access to attack other systems on the same network or an external organization. The ThreatDefend 
platform provides visibility and alerting to such misconfigurations and unauthorized activity.

The Attivo Solution 

1. The ThreatDefend platform projects network decoys on any network subnet, whether it is a production segment or a 
guest network.

2. The decoys provide visibility and alerting to scanning activity or lateral movement, acting as an early warning system 
for unauthorized activity.

CONCLUSION 
 
Healthcare organizations are increasingly looking to active deception and decoy systems to detect and identify 
attackers quickly. A post-infection detection system must address all threat vectors and enable an organization to stop 
such attacks before they cause actual damage. Whether the attack originates at a remote site or in private or public 
cloud infrastructure, deception technology provides the visibility organizations rely on to defend distributed locations.  
Deception Technology is operationally efficient and accurate, acting as a force multiplier for healthcare organizations to 
protect themselves against the unrelenting stream of attacks targeting PHI and patient data. 
 
Healthcare organizations are turning to Attivo Networks to deliver the most critical aspects of an active threat-
detection system: 

• Real-time, accurate visibility into the existence of in-network attackers

• Fast and robust analysis of attacker activity with minimal false positives

• Forensic-backed adversary intelligence collection, including IOCs and TTP development.

The Attivo Networks ThreatDefend platform is the most authentic and scalable deception system on the market. It is 
an efficient and accurate way to identify compromises before they lead to a critical data breach.  The solution turns the 
table on attackers and gives power back to the defender. 

ABOUT ATTIVO NETWORKS®
Attivo Networks®, the leader in deception technology, provides an active defense for early detection, forensics, and 
automated incident response to in network attacks. The Attivo ThreatDefend Deception Platform offers comprehensive 
and accurate threat detection for user networks, data centers, clouds, and a wide variety of specialized attack surfaces. 
A deception fabric of network, endpoint, application, and data deceptions efficiently misdirect and reveal attacks from 
all threat vectors. Advanced machine-learning simplifies deployment and operations for organizations of all sizes. 
Automated attack analysis, forensics, actionable alerts, and native integrations accelerate and streamline incident 
response. The company has won over 90 awards for its technology innovation and leadership.  
www.attivonetworks.com


